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Abstract

A key challenge in the intersection of law and technology is the legal system's
persistent struggle to keep pace with rapid technological advancements. Deepfake
technology—primarily powered by generative adversarial networks, as discussed
in this article—highlights this ongoing challenge and offers valuable insights for
academics and policymakers seeking to develop robust and enforceable regulations.
By analyzing how Indian courts address deepfake-related claims under publicity
rights, this paper advocates for a harm-centric approach to regulating deepfakes,
emphasizing the need for stronger legal measures to mitigate their consequences. In
conclusion, the paper calls for greater collaboration between legal and computer
science experts to ensure that deepfake regulations are technically viable,
comprehensively address potential harms, and, above all, remain enforceable.

1. Introduction

Photo and video-editing techniques and image manipulation have a
history that is nearly as old as the concept of photography itself. The first
'hoax' photograph was produced two years subsequent to the creation of
the first photograph. Taken by Hippolyte Bayard in 1840, this ‘fake’ image
was a staged self-portrait that pictured Bayard slumped against a wall,
meant to convey his disdain at not having been recognised as the pioneer
of photography — a recognition he believed he was entitled to. Computer
Graphic Imagery (CGI), Photoshop, and other such tools for visual media
alteration have abounded in the creative arts for decades. Therefore, the
issue of doctored imagery is not really a recent phenomenon and has been
in conscious thought as long as media itself has existed. Yet recent
instances of manipulated media flooding online channels of
cormmunication raise worrying concerns.

While these technologies have historically only been accessed by a select
few in the creative arts industry, now, with the ever-burgeoning growth in
computing technology, access to such technologies has become
democratised and rather ubiquitous. The new smartphones launched by
tech giants in recent years boast of Al-assisted camera technology. These
Al enhancements could be as simple as enhancing the colour contrast of
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an image or as stark as removing unnecessary objects from a particular
shot in order to reflect the aesthetic that the photographer truly had in
mind. There are several photo and video-editing apps that are available to
download from online application stores, most of which are either free to
use or charge a minimal subscription fee. The democratized public access
to such techniques and the innovation of new technologies like generative
adversarial networks (the most common outputs of which can be
deepfakes — image, video, audio, or text) means that more people can
engage in media manipulation, in what can be said to be a regulatory void.
In the current state of affairs, there is very little, if any, regulatory guidance
as to what constitutes appropriate media manipulation with no harmful
consequences.

Prima facie, there seems to be no problem with allowing people to edit
media on their own. It can rather be seen to facilitate their expressive
capabilities. However, as is often the case in free speech jurisprudence, the
pursuance of an expanded right to freedom of expression of one person is
met with its natural corollary - an affront or objection to such speech by
another. This conflict is particularly apparent when we consider deepfake
technology within the broader set of media manipulation techniques. A
deepfake, in particular, is arguably far more harmful than a piece of text-
based hate speech because of the potential the former has to spread
misinformation and harm various stakeholders involved in the deepfake.
How, then, can we reconcile the harms of such technology against the
benefits it offers (if any) to the creative arts industry and free
speech/innovation in general? This paper aims to discuss the current legal
response to deepfakes in India, examine its drawbacks, and suggest a
change in perspective in the hope that this re-evaluation will better redress
the harms of deepfake technology.

II. Deepfakes
A. What are Deepfakes — The Technology and its Pros and Cons

Deepfakes are highly realistic, Al-generated media and are based on the
technology of generative adversarial networks (GAN), which rely on deep
learning AI algorithms. GANSs consist of two convolutional neural networks
(CNNs) that are pitted against each other (or are made adversaries). Each
CNN is trained with examples of real images, which are run through them
as training data, with the aim of enabling the system to categorise pictures,
videos, and other data highly accurately. The data entered into the system
is abstractly conveyed to the algorithm at the upper tiers of the neural
network. After a significant quantity of images is input into the network—
initially necessitating hundreds but now achievable with fewer than ten—




the algorithm autonomously trains to classify images according to the
similarity of their abstractions. Once the CNN is trained to recognise and
categorize objects, the algorithm can be inverted. The mathematical
operations are inversed, and an output is specified. As a result, an image is
produced by the network based on the abstract features it has learned in
the first stage of training. The initial CNN, which is trained to recognise
and categorise images, is called a detector, while the second inverted CNN
is called the generator. Linking the two creates an autoencoder or a GAN.
Pitting two such CNNs against

Each other forms the basis for the creation of a Deepfake. The generator
CNN and discriminator/detector CNN are trained on the same data set,
and while the first creates images/samples, the second discards all those
which aren’t similar to the original data set — i.e., it filters out those outputs
which do not seem real. Working in this manner, the GAN produces
hyperrealistic images and videos.

Although the first deepfake is said to have emerged in 2017, out of a Reddit
thread under which a user anonymously posted pornographic videos
created by GAN technology, and a 2019 DeepTrace study found that 96%
of the deepfakes circulating the internet at the time were pornographic in
nature, non-consensual intimate imagery is not the only use case of
deepfake technology. Deepfakes, in the seven years (at the time of writing
in 2024) since their emergence, have been created and used for several
beneficial uses as well. They have been used in the advertising and retail
industry for e-commerce virtual trial rooms, and even to personalise
celebrity endorsements of local brands using a generic template. Deepfake
technology has been used in the healthcare industry to train imaging and
scanning technology. Making use of deepfake technology can avoid the
cost and effort of having to re-shoot an entire film sequence because of a
minor videographic error, and on a larger scale can even prevent the
halting and restarting of filming in case of the untimely death of one of the
actors. Deepfakes can also be used more generally for entertainment
purposes, as creative expressions of unique ideas. There are several users
across social media who create and distribute deepfakes and other types of
Al-generated imagery and clips for purely artistic reasons and
entertainment value.

Yet, deepfakes have an arguably more dangerous side to their nature. Based
on the statistics mentioned above, the majority of the deepfakes circulating
online channels of communication are pornographic in content,
predominantly featuring the non-consensual sexualisation of women
targets. Celebrities and non-celebrities alike have not been spared from the
threats of non-consensual image abuse in the form of such deepfakes -
which unfortunately may never be reported and may go unnoticed by the




represented subject online. Moreover, audio deepfakes have been used to
successfully defraud individuals and businesses out of large sums of
money. Worryingly, deepfakes have also begun to be used in politics, in
election campaigns, spreading propaganda and misinformation and
generally curating a misleading narrative of political truth. A robo-call
imitating the voice of US President Joe Biden was made to several voters
in New Hampshire, urging them to avoid going to the electoral booths and
dissuading them from casting their votes. The very threat of deepfake
presence online threatened democracy in Gabonl3 when President Ali
Bongo’s sudden appearance in a public address after a prolonged period of
absence was assumed to be a deepfake trying to cover up the fact of his
supposed death. This triggered unrest and chaos and eventually a military
coup to take over what was a presumed state of political instability.

Arguably, the biggest problem of deepfake technology that sets it apart
from traditional forms of mis/disinformation is that a) deepfakes can be
posted online anonymously, and their origin can be extremely difficult, if
not impossible, to trace; and b) deepfakes are not easily verifiable for their
authenticity. Receiving a piece of text-based vaccine misinformation on
your WhatsApp need not raise a similar level of concern because it can be
checked/verified against an established body of truth/scientific knowledge.
However, how does one (a) recognize that an image/video/audio they have
received is a deepfake and (b) verify its authenticity? There exists no
centrally approved database in which all deepfakes are stored once they
are created for us to verify whether the media we are consuming is the
truth or a distorted reality purporting to be the truth. Nor do we have
efficient detection technologies integrated into downstream channels of
media consumption, which enable us to technically determine the Al-
generated nature of a Piece of information we consume. In a regulatory
void, especially in a country like India, the harms that deepfakes pose have
been left to be addressed by courts. The lack of legislative basis for claiming
injury against a harmful deepfake means that courts and judicial decisions,
for the time being, are the most authoritative commentary we have on the
redressal of these harms. Various courts and judges have come to differing
conclusions on what constitutes an actionable deepfake harm, which
forthcoming sections examine and elaborate on.

B. Deepfake Harms — A primer to the argument

A deepfake, in essence, is a distorted portrayal or an altered version of
reality. It need not necessarily be based on a proven falsehood, but at its
core, it is a piece of information that is fake. A deepfake is something that
‘did not happen.’ The advantages and creative potential of influencing the




media are limitless in entertainment and the arts; nevertheless, the
drawbacks and dangers become clearer when examining deepfakes within
the framework of societal institutions such as Democracy and Media.

The primary victims of a malicious, non-consensual deepfake would be
the individuals depicted in the deepfake. Individuals have a plethora of
remedies available against the contravention of the diverse interests they
may have in a deepfake video. However, in addition to the loss of personal
autonomy (of the individual subject(s)) that may come about as a
consequence of synthetically altered media, there are other harms that
could be brought about by the creation and distribution of a deepfake.
There could be consequences felt by a collective of people — for instance,
a particular race/caste/minority could be portrayed in prejudicial ways, or
certain sections of the larger audience viewing a deepfake might be
specifically affected by the deepfake’s message/impact. A racially biased
deepfake video might affect the electorate’s opinion on a suitable political
representative. Similarly, politically microtargeted deepfakes might only
be broadcast to certain sections of the larger populace, which will
consequently affect the opinions, deceive, target, and/or confuse only that
sub-sect of the population. Moreover, there also exists an intangible and
perhaps unmeasurable impact on an audience bigger than a targeted
collective — the society at large.

This could be different and varied depending on the nature of the content
in the deepfake. A political deepfake could have cascading effects on trust
in democracy and  perhaps even the  institution  of
media/information/knowledge. A pornographic deepfake could not only
impact the represented individual but have important implications on the
contours of what we determine to be rights to human dignity, reputation,
and bodily integrity.

Deepfake harms, it is argued, occur on two levels simultaneously with
every iteration of a deepfake of a natural person distributed to the public.
These are at a) the individual level, the harm for which targets the subject
of the deepfake, and b) the societal level, where the harm is felt by either
the audience receiving/viewing the deepfake and/or by public institutions
more broadly. Therefore, any regulation or legal decision that aims to
address the ‘harms’ of deepfakes will ideally need to consider solutions that
account for both levels of harms and adequately respond to them by
adopting varying combinations of legal and technical safeguards against
such harms.

III. Deepfakes and the Law in India




Globally, deepfakes have begun to gain some legislative and regulatory
recognition. In the US, there are legislations regarding certain types of
deepfakes. Some states (California and Texas) have regulations that curb
the creation, dissemination, and use of pornographic deepfakes, while
others (Virginia) have rules on the use of deepfakes in election
campaigning. In contrast, the EU approach feels a bit more
comprehensive. The EU Al Act represents a significant advancement in
the regulation of deepfakes and generative Al technologies that can
produce detrimental outcomes. The EU Al Act employs a risk-based
framework, categorizing deepfakes as a 'limited-risk' technology,
mandating that all online-shared deepfakes be marked or labeled in
accordance with the transparency duties placed on deployers and
providers of general-purpose AI models. However, there are no specific
deepfake laws in India Ideally, this should have been covered under the
recent Digital Personal Data Protection (DPDP) Act of India, passed in
August 2023. Founded on the notions of individual ‘dignity’ and
‘autonomy’, the Right to Privacy in India has been operationalized through
the DPDP Act to confer and safeguard individual privacy against private
actors. However, the Act does not make any mention of deepfakes or
related technologies and applications, which leaves much of the harm to
be redressed by the courts of law. Judge-made decisions and rules guide
the framework for remedies against deepfake harms, which have their own
drawbacks and will be discussed ahead. Since deepfakes can be used to
various ends, the harms they result in can be brought under different
existing legal structures — a defamatory deepfake might invoke defamation
laws (e.g. S 356 Bharatiya Nyaya Sanhita 2023), a fraudulent deepfake
might come under S 318 of the Bharatiya Nyaya Sanhita, and a non-
consensual pornographic deepfake might invoke penalties under S
294(2)(a) and/or S 79 of the Bharatiya Nyaya Sanhita, or the Indecent
Representation of Women (Prohibition) Act of 1986. However, these legal
recourses exist only when the deepfake causes harm in the relevant
context. A general objection to the use of one’s image and likeness without
consent in a context that may not be sexual in nature or fraudulent in
intent does not give rise to an adequate ground for a cause of action against
such use. Much of the judicial discussion of deepfakes has tended to situate
such harms within the jurisprudence of publicity rights and IP laws in the
absence of a dedicated statute/legislation that addresses the specificities of
deepfake harms.

A. A survey of Indian deepfakes

Narayana Murthy, Ratan Tata, Rana Ayub, Sachin Tendulkar, Manoj
Tiwari, Alia Bhatt, Jackie Shroff, Anil Kapoor, Rashmika Mandanna,




Aamir Khan, Ranveer Singh, Katrina Kaif and Kajol have more in
common than just being famous Indian celebrities and well-known public
figures. All of them have been represented in unauthorised deepfakes
which have gone ‘viral’ on social media in the recent past. Apart from the
first four individuals, all the others are popular Bollywood stars, who
already have a large fan-following and can be considered influencers of
public opinion in their own right.

Prior to examining the evolution of the legal response to deepfakes, it is
prudent to investigate the types of damage arising from the deepfakes
involving the aforementioned individuals. I have chosen to discuss five
female and eight male celebrities, sampled from various arenas of public
life — Narayana Murthy and Ratan Tata from the world of Business, Rana
Ayub from Journalism, Sachin Tendulkar from Sport, Manoj Tiwari from
Politics, and the remaining eight (four men and four women) from
Bollywood (or Indian Cinema).

At this point, [ want to draw the reader’s attention to a disturbing fact that
irrespective of the nature of the industry the female celebrity hails from,
the deepfake made of her is pornographic in nature, or at the very least,
sexual. Rana Ayub’s pornographic deepfake was made to scare her or warn
her against publicly commenting on her political leanings. Alia Bhatt has
been deepfaked twice with the first deepfake showing her making obscene
gestures, and the second showing her dressing up and applying make-up.
Rashmika Mandanna’s face was deepfaked onto the body of a British
Influencer and the focus was on the sexual nature of her clothing. A still
image of Katrina Kaif from the movie Tiger 3 was morphed to show her
scantily clad in a towel. Kajol’s deepfake showed her changing outfits as
part of the online get- ready-with-me (GRWM) trend.

Let us now consider the deepfakes of the male celebrities mentioned
above. Narayana Murthy and Ratan Tata were purported to be endorsing
trading apps and giving fake investment advice respectively in their
deepfakes. Sachin Tendulkar was seen to endorse and praise a gaming app
in his deepfake. Manoj Tiwari’s deepfakes were versions of his political
campaign speech in Haryanvi and English (with the content being the
same as the original in Hindi), aimed to appeal to a more diverse voter base
— arguably an example of a beneficial use of deepfake technology. Anil
Kapoor claimed the misappropriation of his voice, image, and likeness in
Al generated GIFs, emojis and videos, some of which satirically represent
him in different movie posters, or showed him endorsing brands he has
not endorsed. Jackie Shroff claimed remedies against several instances of
misappropriation of his voice, image, and likeness, on merchandise,
posters, etc., but the relevant claim to discuss here is perhaps against a
video which shows him singing something using profane language,




thereby harming his reputation. Lastly, both Ranveer Singh and Aamir
Khan had deepfakes made of them in the run-up to the 2024 Elections,
wherein it seemed they were asking people to vote for the Congress Party.
All the ‘male’ related deepfakes are clearly harmful and constitute an
affront to the represented individual’s reputation, goodwill, credibility and
right to privacy in terms of their opinions (political views) and economic
interests (endorsements). However, none of these constitute an affront to
their bodily integrity and dignity in the same manner as a pornographic
deepfake video does, against the women mentioned previously.

The harm against a deepfaked woman’s reputation, identity and bodily
integrity at first glance, therefore, seems very different than an equally
relevant but differently angled reputational, identity/autonomy and bodily
integrity harm against a male target. While the trend of female-targeted
deepfakes (based on the chosen sample, and also more generally ) seems
to veer towards non-consensual pornographic content, male-targeted
deepfakes seem to focus more on appropriating the man’s thoughts,
opinions, and public persona/representation.

B. The right to publicity in India

The right to publicity emanates from the right to privacy. However, while
privacy primarily deals with dignity infringements, publicity is a property-
based right that encompasses damages which go beyond basic dignity
harms of no-consent. Publicity rights deal with damages that arise out of
commercial appropriation of identity. Publicity rights interestingly are
available to celebrities and non-celebrities, although only the former can
avail effective enforcement because of the commercial value associated
with their identity. The publicity right is distinct from the right to privacy
in that it attaches an economic value to the appropriation, and aims to
restore the commercial ‘disadvantage’ that celebrities face when they do
not give their consent. In the EU, publicity rights have been read into the
Right to Privacy. In the UK, an individual’s image draws protection under
tort law — remedies are available under a breach of confidence and passing
off. Perhaps the most developed jurisprudence on personality rights is
from the jurisdiction of the US — unsurprisingly so, as the right to privacy
emerged there with its first public reference found in the Warren and
Brandeis’ seminal paper on privacy rights in 1890. In 1903 , New York
State acknowledged the right to safeguard against the unauthorized
exploitation of an individual's name and likeness, marking the initial
judicial recognition of the right to publicity, as established in Haelan
Laboratories.




At present, given the lack of a deepfake specific legislation/regulation in
India, courts and scholars seem to be veering towards addressing deepfake
harms under the jurisprudence of publicity law. The right to publicity in
Indian jurisprudence has undergone several iterations over the years.
While there is no explicit law on the same, Indian courts derive their
understanding of publicity protection under Articles 19(1)(a) and 21 of the
Indian Constitution, (freedom of expression and right to life) and also draw
inspiration from the spirit of IP laws in India. The Delhi High Court in
Titan Industries gave us the definition of what it is to be a celebrity and
held that an unauthorised, identifiable and commercial use of a celebrity’s
identity need not be accompanied by an element of deception, but rather
is protected prima facie under the right to publicity. Building upon this
case, Shivaji Rao Gaikwad broadened the contours of this right and held
that even a reference to a person’s name or likeness, when done so
disparagingly or with derogatory connotations (akin to what is seen in a
claim of defamation or damage to goodwill/damage of reputational harm
in a claim of passing off ) can be protected against by reading such damage
as falling within a celebrity’s right to a life of dignity under Article 21. In
DM Entertainment the Court used the logic of trademark dilution to
explain how commercial misappropriation of a celebrity’s endorsement
rights could confuse the public and therefore ‘dilute’ the celebrity’s unique
personality. Yet, in Gautam Gambhir also decided using a trademark lens,
the Court asked for evidence of disrepute or confusion, in order to prove
that personality rights had been infringed (in stark contrast to the ratio of
Titan Industries).

More recently, courts have tended to discuss the right to livelihood as a
basis for protecting one’s commercial identity, as seen in Anil Kapoor and
Jackie Shroftf both of which were decided over the past year (2023-24) and
both of which included deepfakes within their claims. In Anil Kapoor the
Court granted the plaintiff blanket protection against the deepfakes and
other fake image/video endorsements that showed him supporting brands
he did not, in reality, endorse. It was held that “the celebrity’s right of
endorsement would in fact be a major source of livelihood for the
celebrity, which cannot be destroyed completely by permitting unlawful
dissemination and sale of merchandise such as t-shirts, magnets, key
chains, cups, stickers, masks, etc. bearing the face or attributes of their
persona on it without their lawful authorisation.” However, the same right
to livelihood was discussed in the Jackie Shroff case, and an opposite
conclusion was arrived at. The impugned video, in that case, was a
compilation of interviews in which Jackie Shroff was forthright and witty,
with an edit at the end of each statement superimposing emojis/clip art of
black sunglasses, blingy jewelry, etc. Here, when the plaintiff claimed that
these edits were disparaging and derogatory to his reputation, the Court




disagreed and grounded this dissent in the balancing of the defendant's (a
YouTube content creator) right to free speech and creative expression
against a blanket right over one’s image/persona. The Court opined that
not only was such content creative and could not be stifled, but it also
provided a source of income/livelihood and generated employment
opportunities for a significant youth population.

This balance in favour of content creation is tricky because it tries to
balance a right to free speech against a right to reputation that needs to be
reasonably and objectively assessed regarding harm by including a layer
of economic benefit of such free speech. The balance of the two rights has
often been intended on a more principled level (freedom of thought,
opinion and views on one hand versus the protection of dignity on the
other), and by including the economic element of content creation, it may
be seen as unfairly tilting the advantage in favour of the right to free
speech. The test to determine harm to reputation is fairly objective
already, and by expanding what would not amount to harm, we might end
up with a narrower protection of reputation that could be argued as already
unfair (as judicial treatment already considers objective determination of
a subjective experience). By drawing on the right to livelihood as a basis for
protection of one’s personality, the Court contradicts itself in the two cases
- Anil Kapoor’s right to livelihood wins him protection against the creator’s
right to economic interests out of the misappropriation of identity, while
it is reversed in Jackie Shroft’s case, with no real legal basis for the
distinction. However, more significantly, reliance on the right to livelihood
also draws attention away from the fact that in both cases, the use of the
celebrity’s identity was unauthorised and, therefore, had to be held liable.
Adopting the perspective of Consent might make for more consistent
judicial decisions on the right to publicity. A fairly simple dignity claim has
been made more complicated than it needs to be by adopting a right to
livelihood inquiry into the contours of the personality/publicity right.
Therefore, the publicity rights jurisprudence in India at present seems
messy without the application of a singular principle across the board.

C. The Harms that Case Law Fails to Capture

Indian publicity rights cases only seem to be concentrating on the
individual harms that the misappropriation of identity causes against the
celebrity who is claiming a remedy. The focus in these cases seems to be to
provide a stronger sense of control over one’s identity as the primary way
to then combat unauthorized use of likeness — which, when extended to
deepfakes, can cover non-consensual uses as well. This is ineffective when
we consider building a response to deepfake harms, because not only does




this perspective grant expansive rights over image and personality and
might end up stifling free speech but it also implies that a deepfake gives
rise to a cause of action only when the subject of the deepfake claims a
remedy against it. However, more importantly, by focusing on the
individual harms of unauthorised use of one’s identity, the publicity law
jurisprudence in India fails to take into account the societal implications
of such unauthorised use in terms of deception. This lacuna is evident
when we transport a publicity rights lens into the deepfakes enquiry.

The men represented in deepfakes surveyed in the above section equally
face several individual level harms against their reputation, privacy, and
dignity. Over the past year, with publicity rights jurisprudence growing out
of the judgements in favour of Amitabh Bachchan, Anil Kapoor, and Jackie
Shroff, we now have a legal description of these harms in the various
publicity law cases that have been judicially pronounced. This allows us to
legally label these harms as harms to their reputation, economic interests
and livelihood, credibility, infringement of privacy, and misappropriation
of their persona/identity. Yet what these judgements and judicial
discussions fail to capture is an equal (if not more severe) harm that these
very deepfakes cause the audience consuming them. This societal level
harm emanates out of deception, misleading misrepresentation, and
distortion of an objective truth. An individual-focused publicity rights
regime that requires the affected individual to claim a remedy also means
that deepfakes, which might mislead and deceive the general public (but
are not brought to the notice of the concerned individual), may never be
punished for the lack of a remediable harm. Taking this further, if the
individual represented in the deepfake does not personally feel
uncomfortable with the representation, but it nonetheless deceives a
receiving audience as to its truth, the deepfake may never be seen as
infringing in any sense.

From a sociological point of view, deepfake harms against women in India
(considering the celebrity deepfakes to represent the general populace,
given that non-celebrity deepfakes are hard to identify, let alone turn viral)
seem to not only be against the individual represented in the deepfake (in
terms of an affront to her right to privacy, bodily integrity and dignity), but
also comment on the harms against women in general as a sexualised
species. Interestingly, and something that’s arguably lamentable, is that
none of the individual harms faced by women have received legal scrutiny
and judicial declaration. Though there are sociological studies and papers
that discuss the risks of deepfakes and the harm they can cause, as already
mentioned, the current legal discourse doesn’t adequately capture these
societal-level harms that deepfakes pose. We also regrettably do not have
judicial discourse on what these individual level harms (and consequent




societal level harms) could be for women - because none of these women
so far have successfully claimed injury before a court of law. Nor do we
have a non-celebrity woman approaching a court of law for a judicial
decision on what these individual harms can be legally described as. The
subjective reputation of what it is to be a woman in India is not something
that we have legal discourse on, and the downstream repercussions on
what a deepfake can mean to an ordinary woman’s reputation in her
society/community do not seem to be discussed sufficiently enough. And
it will continue to be disregarded as long as the lens we adopt in the law is
one of deepfakes causing only ‘individual level’ harms and such harms
being discussed and authoritatively remedied in the favour of male
claimants.

IV. Enforcement

Given the seriousness of the negative objectives (most significantly, threats
to human dignity and public institutions like democracy) that deepfakes
can be created and used for, it is relevant to talk about a legal framework
that can address the various harms emanating from such uses. Discussing
deepfakes in India requires not only reframing our approach towards
understanding what the different kinds of resultant harms are but also
involves actively thinking about how we can go about enforcing remedies
against such harms. The main argument in this paper has been to establish
that deepfakes have multi-levelled harms emanating from them and that
to redress deepfake harms, we need to consider the individual and societal
interest together in order to build a legal framework that can do so
effectively. The current preference to find the solution within the publicity
rights discourse does not adequately achieve efficient redressal, and
therefore, we might need to consider other remedies.

Apart from building a publicity rights regime to respond to the harms that
deepfakes pose — which arguably is itself inadequate because it fails to
account for the equal and simultaneous harm on the societal level- some
scholars have chosen to explore intellectual property laws and the recourse
they can offer. A lot of the pornographic deepfakes on the internet are
similar to revenge porn cases. As in the latter, if the deepfakes are created
using copyrighted images (most likely selfies that the represented women
themselves have taken and therefore own a copyright over), copyright
infringement laws can kick into application and help provide a legitimate
cause of action to take down the infringing videos/images. However, this
solution presupposes copyright ownership in the deepfake
subject/individual and does not provide as much of an effective remedy if
the ownership vests in an unrelated third party. A copyright-based remedy




also fails to cover individual harms that are experienced by those
‘identifiable’ in a deepfake. While publicity rights might help cover those
who are identifiable from the deepfake (even if the claimant is not the
intended target but looks similar and is therefore, has a valid cause of
action against the use of their likeness), copyright fails on this front because
not only does it exclude targeted claimants (i.e., those that the deepfake
creator intended to represent) who do not own a copyright in the training
data, but it also ignores claimants who might be identifiable in the
image/video (despite not being the intended target). Furthermore,
copyright remedies are mostly based on a notice-and-takedown model.
This requires the copyright holder to ask for the infringing use of the
copyright to be enjoined and, very rarely, compensated. The limitation of
such remedies being ex-post in nature suggests that even once ownership
thresholds are met, copyright might prove insufficient in terms of
mitigation measures and fail to adequately address the deepfake’s harms
to the claimant’s tainted reputation and dignity. Moreover, a single
takedown notice would also not prevent malicious deepfake
creators/distributors from re-uploading the deepfake on a different
website.

In addition to finding appropriate jurisprudence to even discuss what
kinds of remedies accrue to deepfake harms, we need to go one step
further in establishing how such remedies can be enforced. It can be
argued that deepfakes harm (individual and societal) once caused are
irreparable — a reputation once destroyed in a deepfake cannot then be
redressed via compensation, nor can a loss of trust due to the deepfake’s
deception be regained through any viable means. In light of this argument,
then, enforcement against deepfake harms, or the regulation of deepfakes,
should consider ex-ante measures instead of merely relying on ex-post
remedies, as the current laws around the world focus on. In the UK, this is
being considered in a proposal to criminalise the very creation of
deepfakes - therefore targeting the point of origin in order to prevent
downstream harms emanating from its distribution and consumption.
How this creation is to be targeted and enforced against is something that
we are still waiting to hear from lawmakers. However, other measures like
deepfake detection as a part of content moderation and
watermarking/labelling Al-generated content to facilitate informed
consumption in downstream channels might help build a more robust
enforcement framework when we are considering the development of a
holistic legal response to deepfake harms. Any law framed to incorporate
such ex-ante measures will have to be technically accurate and specific
enough to ensure that such measures cover the redressal/prevention of
harms that ex-post measures might not be able to adequately capture
within their ambit. An interesting tool to facilitate legal notice of deepfake




harms in India is the proposed bystander clause in the IT Rules, whereby
anyone who encounters illegal content can impugn it. In the context of
deepfakes, this would give rise to a cause of action against something that
one finds or suspects to be a deepfake, even though they might not be
represented in it themselves.

V. Conclusion

On the 25th of July 2024, the Oversight Board released its decision
overturning Meta’s original decision not to take down a deepfake of an
Indian public figure. Meta had initially failed to take note of a user’s notice
and subsequent appeal regarding content that was pornographic. After the
user appealed to the Oversight Board, Meta determined that it had left the
post up in error and took it down as a violation of its Bullying and
Harassment Community Standard. A similar case was reported where a
female American politician was depicted as being groped, and she took it
down immediately. This was then appealed to the Board by the user who
had posted it. The Oversight Board’s decision in both matters is clubbed
into one, where both images were found to be violative of Meta’s policies
(in particular, with a recommendation to move such non-consensual
sexualised manipulated media to the Adult Sexual Exploitation
Community Standards from the Bullying and Harassment Policy), and
Meta’s initial decision to keep the post up in the Indian case was
overturned, and its decision to take down the post in the American case
was upheld. Meta’s reason for not acting in the Indian case was that there
were no news reports on the matter, and therefore, Meta did not have
conclusive evidence that the impugned content was, in fact, a deepfake.

This is relevant for multiple reasons. First, it draws attention to the fact
that in the absence of regulation that mandates platform behaviour with
respect to deepfakes, self-regulation by such platforms is the only way
deepfake harms can currently be addressed. Second, such self-regulation
is inconsistent and often stands on shaky ground, either because the legal
principles informing decisions are not objective and standard enough or
because the platform does not need to satisfy public law principles of
equality and non-discrimination or follow the rule of law. Third, the law
(self-regulation or otherwise) needs to catch up with technical
advancements in the field — deepfake detection algorithms need to be
integrated into platforms’ content moderation obligations so as to facilitate
their determination of Al-generated content. Relying on newspaper or
media reports, as in Meta’s first case, is dangerous for it is not only
subjective and requires territorially contextual knowledge (which is
difficult for a multinational corporation headquartered in the other side of




the world), but also ignores the fundamental fact that most deepfakes out
there are created of people who do not have a public presence/are not
celebrities.

This paper is an attempt to discuss the harms posed by deepfakes and how
the current legal response to them is inadequate and flawed. The primary
argument asks for a re-evaluation of the structure of harms we consider
resulting from deepfakes and using this perspective to inform how laws
must be framed to respond to such harms in a way that is effective and
enforceable. As the current legal response to deepfakes exists in India, it is
predominantly publicity-oriented and, unfortunately, not expansive
enough to cover all potential harms that deepfakes can cause. Technology
is only becoming more sophisticated with the passing of time, and reports
of an arms race between generations and detection abound in the tech
industry. Moreover, the technology works across borders and results in
harm across jurisdictions as well. The legal response to such harms cannot
be territorial alone, and each jurisdiction will need to engage in active
conversation with others in order to achieve standardised legal responses
to the same legal harms that exist across the borders of countries. The law
needs to consider incorporating responses that take into account the
technical specificities of deepfake technology. Lawmakers, academics, and
legal practitioners need to work together to build a deepfake-specific legal
regime so as to cover all the harms that this technology is capable of while
also recognising its potential to be put to beneficial use and facilitate
creators’ freedom of speech and expression.




