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Abstract 

Introduced as a surreal novelty in the world of technology, immersive virtual reality 
(herein VR) is now a part of life for many through the metaverse. By embodying 
personas, users can interact with each other within the 3D environment of the 
Metaverse. Notably, much of the consumer base comprises people below eighteen due 
to the integration of the virtual world with gaming. However, with every 
advancement, a new set of challenges arises. In January 2024, a sixteen-year-old 
girl was gang raped virtually in the metaverse, sending shockwaves throughout the 
local and virtual community, opening the doors to a one-of-a-kind police 
investigation. However, this is not the first instance but rather one of many sporadic 
instances of sexual harassment of women and children in the metaverse. 
Unfortunately, the ramifications of such experiences include psychological impacts 
that mirror responses elicited after real-world sexual harassment. The immersive, 
real-like nature of the metaverse further aggravates it. Consequently, it is becoming 
increasingly crucial for lawmakers to take cognizance of the fresher challenges that 
have taken shape due to the increased access to the metaverse. Although the current 
statutes and directives lack the breadth to encompass metaverse platforms under 
their ambit, they do possess the potential to form the base for future legislations that 
define accountability and protect the users. This paper explores the impact of virtual 
sexual harassment, the existing lacunae in the regulation of sexual harassment in 
the metaverse, and the scope of improving the security of users, especially minors. 

Keywords: Metaverse, Virtual Reality, Online Sexual Harassment, Minors, Lack 
of Indian Legal Provisions. 

 

I. Introduction 

The Metaverse is a fully immersive 3D environment that allows users to 
interact with other users around the globe through avatars in a world that 
feels almost entirely real. The experience of VR in the Metaverse makes it 
difficult to separate emotions generated in the virtual world from real 
emotions. With the Metaverse’s emerging role, its problems are also 
emerging. Developments such as Elon Musk’s Neuralink blur the line 
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between the real and virtual world. Along with its mission to build a safe 
and effective clinical BMI (Brain Machine Interface) system, Neuralink’s 
recent demonstration of a monkey playing the video game Pong with the 
help of an implanted brain chip reflects the exceptional potential of brain-
computer interfaces.1 

Metaverse platforms have gained worldwide popularity in recent years. As 
of 2024, the Metaverse has over six hundred million active users 
worldwide. As per Statista, India is a part of this growing segment. Of these 
six hundred million, fifty-one % of Metaverse users are thirteen or younger, 
and eighty % (approximately) are under eighteen.2 The top applications are 
currently witnessed in the gaming industry. This increase in the user 
database has also heightened the issue of sexual abuse in the Metaverse due 
to the gaps in the current regulatory frameworks. This massive 
engagement, especially of teenagers, aggravates the necessity of effective 
legal mechanisms that address the instances of sexual harassment taking 
place in VR. The Centre for Countering Digital Hate (CCDH) revealed 
shocking details when the VR Chat, the most reviewed social app in 
Facebook’s VR Metaverse, was filled with abuse, harassment, racism, and 
pornographic content.3 Researchers found that users, including minors, 
face instances of abusive behaviour every seven minutes.4 

In January 2024, the United Kingdom faced its first-ever registered case of 
virtual gang rape in the Metaverse, an event that sent shockwaves through 
the legal and virtual communities alike.5 A sixteen-year-old girl reported 
that her avatar- her digital character- was allegedly gang raped by several 
male avatars while they were engaged in a VR game on a popular Metaverse 
platform. It was the kind of VR experience that was so vividly presented 
through a headset that it would severely cause psychological distress akin 
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April 2021) <https://www.bbc.com/news/technology-56688812> accessed 10 December 
2024. 
2 Naveen Kumar, ‘Metaverse Statistics (2025): Active Users Data’ (Demand Sage, 29 
November 2024) <https://www.demandsage.com/metaverse-statistics/> accessed 10 
December 2024.  
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to actual sexual assault.6 UK reports of police sprees brought up outrage 
and questioned the safety of digital environments.  

 

II. When Avatars Turn Predators: Harassment in the Metaverse 

The incident in question is not an isolated one. Instances of sexual 
harassment are becoming increasingly prevalent in virtual spaces as 
technology, such as the Metaverse, continues to evolve. A BBC News 
researcher, posing as a thirteen-year-old girl, witnessed grooming, sexual 
material, racist insults, and a rape threat in the VR world.7 The researcher 
visited VR rooms where avatars were simulating sex. She was shown sex 
toys and condoms and approached by numerous adult men. One man 
reportedly told the researcher that avatars could “get naked and do 
unspeakable things.” Others talked about “erotic role-play.” 

As per the 2024 Statistics, Roblox is the most popular game in the 
Metaverse and allows children under thirteen to play the game, with over 
seventy million daily active users. It is one of the most popular games 
among children in the world.8 Roblox sex games are commonly referred 
to on the platform as “condos.” They are spaces generated by users where 
people can talk about sex, and where their avatars can have virtual sex. In 
these games, Roblox's rules are thrown out the window. The most worrying 
part is that children and adults may potentially socialise together in these 
spaces. Much of what is written on chats in condos is unprintable on a 
grown-up news website, let alone a children's game. Disturbingly, but not 
surprisingly, a woman claimed to have suffered a virtual sexual assault on 
the platform.9 

Not only children but also adults have reportedly experienced sexual 
harassment in the Metaverse. One of the early examples of this was about 
a researcher from SumOfUs, who wrote that her avatar was sexually 
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8 Naveen Kumar, ‘Metaverse Statistics (2025): Active Users Data’ (Demand Sage, 29 
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assaulted in Meta's Horizon Worlds.10 She noted that she was surrounded 
by male avatars groping her and making sexual innuendos. She described 
that event as being very psychologically disturbing despite not having any 
physical contact. The researcher stresses how, even in virtual 
environments, these assaults can have a significant emotional impact on 
the victims. 

Numerous women have since reported unsettling experiences on 
platforms like Horizon Worlds.11 Bloomberg's technology columnist 
Parmy Olson described her experience in the Metaverse as "creepy and 
uncomfortable" after being crowded by male avatars who took pictures of 
her.12 She reported feeling like somebody was speaking in her ear when 
avatars got too close, as harassment in the Metaverse feels particularly 
invasive due to the immersive nature of the VR experience. 

 

III. Virtual Scars, Real Tears: Unpacking the Psychological Toll of 
Metaverse Assaults 

In the virtually enveloping digital realm of the metaverse, avatars are 
disproportionately exposed to acts of sexual abuse and violence. These acts 
encompass simulated sexual harassment, groping, and assault, among 
other violations. Despite such instances occurring in a virtual environment 
with no body-to-body contact between the avatars, their impact on victims 
profoundly evokes emotional and psychological responses akin to those 
experienced in the real world. The report Sexual Violence and Harassment in 
the Metaverse: A New Manifestation of Gender-Based Harms highlights the 
inadequacies in governance and the pervasive threat of sexual harassment 
in the metaverse.13 

One of the most alarming facets of harassment in the metaverse is the 
visceral realism afforded by haptic (tactile) technology and three-
dimensional VR environments.14 Through the use of VR glasses and full-

 
10 ‘Female avatar sexually assaulted in Meta VR platform, campaigners say’ (BBC, 25 May 
2022) <https://www.bbc.com/news/technology-61573661> accessed 13 December 2024. 
11 Tanya Basu, 'The Metaverse Has a Groping Problem' (2021) MIT Technology Review 
<https://www.technologyreview.com/2021/12/16/1042516/the-metaverse-has-a-groping-
problem/> accessed 13 December 2024. 
12 Jane Wakefield, ‘Meta moves to tackle creepy behavior in virtual reality’ (BBC, 4 February 
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13 Carlotta Rigotti and Gianclaudio Malgieri, ‘Sexual Violence and Harassment in the 
Metaverse’ (The Alliance for Universal Digital Rights, Equality Now and The International 
Observatory on Vulnerable People in Data Protection, 13 April 2024) <https://audri.org/wp-
content/uploads/2024/04/EN-AUDRi-Sexual-violence-and-harassment-in-the-
metaverse-03.pdf> accessed 13 December 2024. 
14 Benjamin Schöne and others, ‘The Reality of Virtual Reality’ (2023) 14 Frontiers in 
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body tracking, interactions in these spaces can translate into real sensations 
and trigger emotional responses in users. Victims of metaverse assaults 
often freeze in response to these incidents, unable to remove their VR 
equipment. This can be attributed to the Proteus effect,15 which is the 
tendency for people to be affected by their digital representations, such as 
avatars, digital profiles, and social networking personas, i.e., people’s 
behaviour shifts by their digital representations. Consequently, victims 
may endure psychological harm that mirrors the aftermath of real-world 
sexual violence. Virtual sexual assault can inflict significant psychological 
trauma on victims, akin to real-life experiences.16 The immersive nature 
of VR exacerbates this trauma, as users perceive the virtual environment 
as genuine, potentially triggering past traumas for those who have 
previously endured sexual assault. In an account by a metaverse beta tester 
who faced a “virtual gang-rape” within minutes of joining Meta’s Venues, 
she voices it as “A horrible experience that happened so fast and before I 
could even think about putting the safety barrier in place. I froze. It was 
surreal. It was a nightmare.”17 It led to Meta rolling out a minimum distance 
between users’ avatars in its VR Horizon through the “personal boundary” 
function.18 

The immersive nature of social VR aggravates the psychological toll of 
harassment. Not similar to conventional online media, social VR facilitates 
personified interactions through features such as full-body tracked avatars, 
voice communication, body language, and gestures. These features aimed 
at increasing the blanket feel of the virtual world, in turn, create a 
heightened sense of presence and realism, which can amplify the 
emotional distress caused by harassment.  In the case of minors, the impact 

 
<https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2023.1093014/f
ull> accessed 13 December 2024. 
15 Nick Yee and Jeremy Bailenson, ‘The Proteus Effect: The Effect of Transformed Self-
Representation on Behavior’ (2007) 33 Human Communication 
Research 271<https://doi.org/10.1111/j.1468-2958.2007.00299> accessed 13 December 
2024. 
16 Nishtha Chaudhary, ‘AI-Powered Justice: Metaverse Dynamics, Sexual Harassment, 
Influence of AI on Crime & Legal Protection – Assessing Gaps and Solutions' (Live Law, 
23 December 2024) <https://www.livelaw.in/lawschool/articles/ai-powered-justice-
metaverse-dynamics-sexual-harassment-influence-of-ai-on-crime-legal-protection-
assessing-gaps-and-solutions-
250671#:~:text=Virtual%20sexual%20assault%20can%20inflict,have%20previously%20end
ured%20sexual%20assault> accessed 16 December 2024. 
17 Nina Jane Patel, ‘Reality or Fiction?’ (Medium, 21 December 2021) 
<https://medium.com/kabuni/fiction-vs-non-fiction-98aa0098f3b0> accessed 16 
December 2024. 
18 Dr. Hassan Elhais, 'A New Frontier for the Law: Navigating Legal Issues in the Metaverse' 
(Lexology, 11 May 2022) <https://www.lexology.com/library/detail.aspx?g=089c80cf-7841-
4758-9bb4-a727d46cf905> accessed 16 December 2024. 
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is exponentially heightened, scarring them with a traumatic experience.19 
Haley Kremer, aged fifteen, said she turns to Horizon Worlds to socialize; 
however, she has encountered stalking by an adult male avatar on the 
platform. 20 More recently, an under-sixteen minor endured a ‘virtual 
gang rape’ on a metaverse platform, prompting a police investigation and 
highlighting the issue of child safety against sexual offences on an 
international scale.21  It is to be noted that when new online forums arise 
that attract kids,  sexual predators are often among the first to arrive.”22 
“They see an environment that is not well protected and does not have 
clear reporting systems. They’ll go there first to take advantage of the fact 
that it is a safe ground for them to abuse or groom kids.” Kids as young as 
seven years of age face threats of sexual assault on these virtual platforms.23 
Such conspicuous occurrences are especially disquieting when the victims 
are minors. Research from the Center for Countering Digital Hate (CCDH) 
found that minors were regularly exposed to graphic sexual content, racist 
and violent language, bullying, and other forms of harassment on 
VRChat’s platform, which is typically accessed through Meta’s Oculus 
headsets.24 

Harassment in virtual environments is not a new phenomenon.25 The 
infamous 1993 incident of "A Rape in Cyberspace" involved a text-based 
assault in the LambdaMOO virtual world, which victims reported as 

 
19 Michael Hinz, ‘Risks the Metaverse Poses for Children and Adolescents: An Exploratory 
Content Analysis’ (University of Twente Student Thesis, 2023) 
<https://essay.utwente.nl/96818/1/Hinz_BA_BMS.pdf> accessed 16 2024. 
20 ‘Kids are flocking to Facebook’s ‘metaverse.’ Experts worry predators will follow’ The 
Washington Post (7 February 
2022) https://www.washingtonpost.com/technology/2022/02/07/facebook-metaverse-
horizon-worlds-kids-safety/ accessed 19 December 2024. 
21 Nancy Jo Sales, ‘A girl was allegedly raped in the metaverse. Is this the beginning of a 
dark new future?’ The Guardian (5 January 2024) 
<https://www.theguardian.com/commentisfree/2024/jan/05/metaverse-sexual-assault-
vr-game-online-safety-meta> accessed 19 December 2024. 
22 ‘Kids are flocking to Facebook’s ‘metaverse.’ Experts worry predators will follow’ The 
Washington Post (7 February 2022) 
<https://www.washingtonpost.com/technology/2022/02/07/facebook-metaverse-
horizon-worlds-kids-safety/> accessed 19 December 2024. 
23 Mitchell Van Homrigh, ‘Metaverse: Young girls ‘virtually raped,’ new report reveals’ 
(news.com.au, 31 March 2022) 
<https://www.news.com.au/technology/online/internet/metaverse-young-girls-
virtually-raped-new-report-reveals/news-story/c28ceebb2707cf89413c059ee549a2e4> 
accessed 19 December 2024.  
24 ‘New research shows Metaverse is not safe for kids’ (Center for Countering Digital Hate, 30 
December 2021) <https://counterhate.com/blog/new-research-shows-metaverse-is-not-
safe-for-kids/> accessed 20 December 2024. 
25 Kelsea Schulenberg and others, ‘"Creepy Towards My Avatar Body, Creepy Towards My 
Body": How Women Experience and Manage Harassment Risks in Social Virtual Reality’ 
(ACM Digital Library, October 2023) <https://dl.acm.org/doi/pdf/10.1145/3610027> 
accessed 20 December 2024. 
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emotionally damaging despite its primitive technological context. As 
online spaces have evolved, the severity and impact of such behaviour have 
intensified with the advent of sophisticated immersive technologies. Social 
VR, by moving beyond the 2D screen experience, amplifies the emotional 
harm associated with harassment, making it an urgent area for 
intervention. A study showed that harassment, coupled with the immersive 
VR technology associated with the metaverse, can increase the 
psychological impact on the user's mental health compared to traditional 
online spaces. Interviews conducted in the study's ambit indicated that the 
psychological impact they felt after the harassment took place in VR was 
greater compared to other online mediums, such as social media.26 Since 
VR creates the feeling of being physically present in this space, physical 
altercations or harassment can induce a similar level of realness as in real 
life.27 

The void in governance in the metaverse exposes users, particularly 
women and minors, to harm.28 Platform providers and governments 
should focus on the furtherance of safety measures in tandem with today's 
technological advancements.29 Additionally, further research is needed to 
understand the psychological impact of metaverse assaults and to develop 
effective strategies for prevention and support. In essence, there exists a 
lacuna of governance and the scourge of sexual harassment in the arena of 
the metaverse, which detrimentally affects the afflicted users, including 
children, by exposing them to a heightened probability of being harassed 
than in the real world. 

 

IV. Laws of the Land, Void in VR: India’s Gaps in Protecting Virtual 
Victims 

So far, it has been understood that there is a dire need to bring in sound 
legal provisions to regulate online sexual predators and limit the harm 

 
26 L Blackwell and others, ‘Harassment in Social Virtual Reality: Challenges for Platform 
Governance’ (2019) 3 Proceedings of the ACM on Human-Computer Interaction 1 
<https://dl.acm.org/doi/10.1145/3359202> accessed 21 December 2024. 
27 ‘Han and others, 'Virtual Reality Consumer Experience Escapes: Preparing for the 
Metaverse’ (2022) 26(4) Virtual Reality, Research Gate 1443 
<https://www.researchgate.net/publication/359253865_Virtual_reality_consumer_expe
rience_escapes_preparing_for_the_metaverse> accessed 23 December 2024.  
28 RR Krishna, ‘Challenges in the Metaverse Jurisdiction and International Treaty Law’ 
[2023] 2023 Intergovernmental Research and Policy Journal 
<https://irpj.euclid.int/articles/challenges-in-the-metaverse-jurisdiction-and-
international-treaty-law/>  accessed 23 December 2024. 
29 Michael Hinz, ‘Risks the Metaverse Poses for Children and Adolescents: An Exploratory 
Content Analysis’ (University of Twente Student Thesis, 2023) 
<https://essay.utwente.nl/96818/1/Hinz_BA_BMS.pdf> accessed 23 2024. 
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inflicted upon the victims. Although there exist specific provisions that 
slightly address the growing issue of online sexual harassment,30 especially 
among children, when the talk is about the metaverse, there is a vast 
vacuum in the system where no explicit rules and regulations exist.  

The current definition within our legal framework is narrow, and it mainly 
covers the harassment taking place in the physical world, ignoring the 
possibility of the same taking place in the virtual world. One of the current 
legislations that touches upon the issue of online sexual harassment is 
Section 66E (punishment for violation of privacy) of the Information and 
Technology Act (IT Act), 2000.31 While this provision is aimed at 
addressing the sexual harassment taking place through online platforms, 
it does not extend to punishing the predators in instances of sexual 
harassment in the virtual world in VR. Some other specific provisions of 
the Bhartiya Nyaya Sanhita (BNS) also address sexual instances happening 
in the online or real world. Section 75 of the BNS32 describes an act of 
sexual harassment as something that could only be committed by a man. 
It negates the possibility of sexual harassment taking place in the virtual 
world. Moreover, Section 79 of the BNS33 describes the words, gestures, or 
acts intended to insult the modesty of a woman. These definitions do not 
cover the possibility of a woman, a minor, a man, or any human getting 
molested in a virtual setting. Furthermore, Avatars not being considered 
an entity that laws can regulate further complicates the possibility of 
bringing in legislation to punish the molesters. 

Additionally, certain other provisions of the IT Act of 2000 are helpful 
when it comes to addressing the issue of sexual harassment on online 
platforms: some of these include Section 72 (penalty for breach of 
confidentiality and privacy),34 Section 67 (punishment for publishing or 
transmitting obscene material in electronic form),35 and Section 67A of the 
IT Act, 200036 (punishment for publishing or transmitting material 
containing sexually explicit acts, etc., in electronic form). Though currently 
not considered, if these provisions are deemed to extend the definition to 
include the instances taking place in the virtual world, the said instances 
can be countered. However, simply broadening the definition of these 

 
30 ‘Combating the Growing Menace of Online Sexual Exploitation and Abuse of Children 
in India’ (Child Fund India, 14 April 2023) <https://childfundindia.org/cf-
media/combating-the-growing-menace-of-online-sexual-exploitation-and-abuse-of-
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33 Bhartiya Nyaya Sanhita, s79. 
34 Information and Technology Act 2000, s72. 
35 Information and Technology Act 2000, s67. 
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provisions will not be a long-term solution. There must be concentrated 
efforts to forge targeted and specific legislation that explicitly delineates 
and criminalizes these acts. Inspiration can be drawn from emerging 
global frameworks that aim to enhance user safety in online environments 
by imposing duties on platforms to protect users from harmful content. 

 

V. Examining International Laws on Virtual Sexual Harassment 

As global governments grapple with the novelty of VR and the fresh wave 
of challenges it poses, along with the dichotomy of a child’s privacy and 
supervision against predators, sporadic attempts at regulating virtual 
sexual harassment are observable. The Australian Online Safety Act 202137 
is a landmark progressive step towards developing legal mechanisms in the 
online space, as it actively expands digital security for Australian residents, 
emphasising the accountability and responsibility of online service 
providers and defining a clear set of expectations for them to meet. 
Though the Act does not explicitly curtail sexual harassment in the 
metaverse, it does include provisions such as the requirement of online 
service providers and platforms to detect and remove illegal content like 
child sexual abuse. It establishes an Adult Cyber Abuse Scheme for those 
eighteen and above. The Act allows eSafety to impose industry-wide 
standards if online service providers cannot agree on the codes or if they 
develop codes that do not contain appropriate safeguards. This provision 
can be extended to a wider age bracket encompassing digitally active 
minors, and the "online service providers" can be applied to the metaverse 
service providers. Considering the recent decision by the Australian 
Parliament to ban social media for kids under the age of sixteen,38 the 
question arises, ‘Is banning social media altogether the right solution, or is 
bringing in swift legal provisions to punish those committing these crimes 
behind the screens and in the name of games the right way?’ Along with 
the government, there arise the responsibilities of the intermediaries 
running these platforms, where a grown man and a thirteen-year-old girl 
can potentially communicate within rooms built for having virtual sex. 

Another example is Directive 2011/92/EU of the European Parliament.39 It 
highlights the severe forms of sexual abuse and sexual exploitation of 
children, which are increasing and spreading through the use of new 

 
37 Online Safety Act 2021 (AU). 
38 Hannah Ritchie, ‘Australia approves social media ban on under-16s’ (BBC, 29 November 
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39 Directive 2011/92/EU of 13 December 2011 on combating the sexual abuse and sexual 
exploitation of children and child pornography and replacing Council Framework 
Decision 2004/68/JHA OJ L 335/1. 
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technologies and the Internet. These 'new technologies' open up doors for 
VR, though this has not been categorically mentioned in the provision. It 
includes in its provisions various forms of sexual abuse and sexual 
exploitation of children, which are facilitated by the use of information 
and communication technology, such as the online solicitation of children 
for sexual purposes via chat rooms over the metaverse, thus providing a 
scope for amplification of the protection it accords. In addition, Article 36 
of the Convention on the Rights of the Child40 states that “States Parties 
shall protect the child against all other forms of exploitation prejudicial to 
any aspects of the child's welfare.” Though it does not explicitly cast its 
shadow over the metaverse, with time, the article has been expanded in 
proportion with the digital expansion to cover online media, constantly 
redefining ‘all.’ 

The Online Safety Act of the UK41 establishes stringent provisions on 
online platforms against harmful content, especially that directed towards 
children. The regulations cover social media platforms, search engines, 
and other online services accessible to users in the UK. It stands apart from 
other legislations as it widens the scope of ‘harmful content’ to 
cyberbullying, grooming, etc., including content related to controlling or 
coercive behaviour, an occurrence prevalent in VR.42 The goal here is not 
to create the same legislation but to build laws addressing the prevailing 
sexual harassment in VR by incorporating specific aspects from the above-
discussed foreign laws. In addition, the UK Communication Act of 
200343 could be treated as an edifice to introduce provisions for protection 
against indecent communication or action over public electronic 
communications networks and introduce punitive reparations for 
complicit avatars.  

While newer legislations are trickling in, some previous statutory 
frameworks also possess the potential to be broadened to encompass the 
grey areas of the metaverse’s security. As the metaverse involves massive 
data processing, companies could end up with an unprecedented wealth of 
physical and psychological information,44 which can result in uniquely 
identifying users or providing a detailed insight into their personality, 
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Biometric Psychography, and the Law’ (2020) 23(1) The Vanderbilt Journal of 
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preferences, and health.  The General Data Protection Regulation of the 
European Union45 requires additional safeguards for data processing 
involving minors (under sixteen). While the GDPR applies to metaverse 
service providers such as Meta’s data processing activities since the services 
are also offered in the EU, due to the unique nature of the Metaverse and 
the wide variety of data that will be processed, including inherently 
sensitive and biometric data gathered from functionalities, such as motion 
tracking, hand tracking, face tracking, and eye tracking, their compliance 
with the EU’s regulatory frameworks are not straightforward.46 

Governments and metaverse platform providers must take the unfettered 
presence of sexual predators and the harrowing VR accorded to minors 
into cognizance and prioritise policies that safeguard the interests of 
minors as a corollary of the advancement in immersive technology while 
designating accountability. The evident dearth of legislation and litigation 
in the same spotlight is the Achilles’ heel of VR and continues to allow 
offenders to go unpunished for their “virtual crimes.” The weight of the 
legal void should be acted upon, and earnest attempts at safeguarding 
metaverse users should be undertaken. 

 

VI. Can the boundaries of real-world law stretch to regulate VR? 

The world is competing in a race to position itself as a champion of 
immersive technology, riding on the coattails of augmented and virtual 
reality. Meta CEO Mark Zuckerberg has said virtual- and augmented-
reality-powered devices will eventually replace mobile phones and some 
in-person communication.47 With a semblance to the restructuring of the 
digital landscape with commercialization and integration of generative AI 
in day-to-day life, immersive technology will have a greater role to play in 
the coming decade. As pre-emptive measures, various governments and 
corporations are introducing policies and deals. The United States of 
America even introduced the United States Leadership in Immersive 
Technology Act48 to cement its ambitions.49 Following Apple’s launch of its 
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new AR headset, Apple Vision Pro, in February 2024, several companies 
have begun leveraging the technology to give consumers a more 
immersive product experience. Moreover, Disney acquired a one billion, 
five hundred million stake in Epic Games and announced a collaboration 
between the two companies to build a new virtual entertainment universe. 
Thus, a rapid shift towards commercially adopting VR is observable. 

The undeniable fact is that VR mimics reality. Thus, the possibility of real-
world crimes seeping into VR exists. However, there is no significant 
legislation regulating the metaverse. While modifying an order of a 
Sessions Court, which held a thirty-nine-year-old man guilty of groping a 
twelve-year-old girl and removing her salwar,50 the proclamation of a 
single judge bench of Bombay HC reasoned that, as no specific detail was 
raised regarding the removal of the top or whether the man inserted his 
hand inside the top and pressed the breast of the child aged twelve years, 
it would not fall within the definition of 'sexual assault.'51 While the Hon’ble 
Supreme Court later overturned the judgment, it raises serious concerns 
concerning sexual assault committed for its definition remains conflicted 
in the real world. Thus, contemplation arises whether sexual assault within 
VR would even be considered a crime or not. The Supreme Court bench 
reversing the order above has held that "The most important ingredient for 
constituting the offence of sexual assault under Section 7 of the Act is the "sexual 
intent" and not the "skin to skin" contact with the child."52 If applied to the 
instance of the sixteen-year-old girl being assaulted in VR, the person who 
is committing the act of harassment could be held liable for the act of 
sexual harassment under the POCSO Act of 2012 if the presence of "sexual 
intent" in the psyche of such an individual is established.  

Moreover, Chapter III of the POCSO Act 201253 addresses the issue of the 
use of a child in any form of media, including “any electronic form,” for 
sexual gratification. This provision includes the possibility of convicting a 
sexual offender who commits the crime of child pornography in the realm 
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of the metaverse, provided that the term “any electronic form” covers the 
metaverse within its definition. It indicates that there is an increase in the 
prospect of the boundaries of Indian legal provisions being stretched to 
include sexual crimes taking place within a virtual environment. 
Furthermore, the proposed Digital India Act 202354 aims to tackle the 
stagnation of the Information Technology Act of 200055 by putting forth 
provisions proportionate to advancements in the digital landscape. It 
emphasizes women's and children's safety while acknowledging the harm 
the internet, devices, and information technology pose to users. As its 
objectives address emerging technologies, it presents an opportunity to 
regulate harassment in the metaverse. By employing pre-emptive 
measures and robust legislation, instances of such harassment can be dealt 
with judiciously while actively discouraging the same, allowing the users, 
including minors, to feel secure. 

 

VII. From Gaps to Guidelines: Expanding Legal Protections in VR 

The existing provisions tackle the challenges accrued by conventional 
forms of media but are ill-equipped to deal with immersive technology 
and the metaverse. The provisions for the same are vague and weak, 
leaving the netizens and metaverse users vulnerable to harassment. It 
presents a serious global challenge and a golden opportunity for India to 
step up and pioneer law-making in this field with calculative brainstorming 
and redefining definitions and provisions. Specific Indian legal provisions 
that have been discussed earlier have the potential to improve the scope of 
punishing predators committing sexual assault or violence within the 
virtual world. Starting with Section 66E (punishment for violation of 
privacy) of the IT Act 2000, it can be extended to punish the predators in 
some instances of harassment (such as – violating the privacy of other 
avatars by videotaping them, circulating images of the private parts of 
different avatars, etc.) in the VR, considering the definition of online 
platforms can further be extended to address instances of online sexual 
violence taking place in the metaverse. 

Furthermore, Section 78 (stalking) of the BNS56 describes the act and 
punishment for stalking in the real world and through electronic 
communication. Suppose the definition is considered for future 
revaluations. In that case, there is a scope to include the cases of stalking in 
the virtual world (something that is prevalent in the metaverse and often 
results in instances of simulated groping and ejaculating onto the victim’s 

 
54 Digital India Act 2023. 
55 Information Technology Act 2000. 
56 Bhartiya Nyaya Sanhita, s78. 



avatar) within the ambit of “electronic communication.”57 In Animesh Boxi 
v State of West Bengal, the court held that apart from online stalking, the 
victim suffered from “virtual rape” every time a user of an openly 
accessible global website witnessed the video that was uploaded by the 
accused. The court quoted the saying of Justice Stephen Breyer of the US 
Supreme Court, “In this age of science, science should expect to find a 
warm welcome, perhaps a permanent home, in our courtrooms… Our 
decisions should reflect a proper scientific and technical understanding so 
that the law can respond to the needs of the public.”58 The current 
framework is set in a way that indirectly provides a haven for sexual 
predators to do acts that impose a grave psychological impact upon people 
and minors.59  

While revising the existing definitions and laws and bringing in new legal 
provisions, the accountability that the platform providers hold, along with 
giving away a space to experience VR reality, such as Roblox and Horizon 
Worlds, must not be forgotten. Taking an example of the “personal 
boundary” feature introduced by Meta reflects the good side of these 
platforms.60 Using this safety feature, one can set up their boundary using 
virtual walls to prevent avatars from coming too close and limit 
unwelcome interactions. Roblox's recent announcement on blocking 
children under thirteen from messaging others on the online gaming 
platform is a progressive step toward safeguarding them.61 Though the 
children would still be exposed to viewing public conversations by 
everyone, they cannot have private conversations without parental 
approval. It is not productive as the children can still talk to their friends. 
Still, it rings a bell about the problem prevalent in the chat rooms, 
highlighting the need for better provisions and legal mechanisms to 
address it. Hence, collective legal and private mechanisms by the platform 
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providers seem to be the way to address the prevailing issue and protect 
minors as well as adults from the sexual violence present in VR. 

 

VIII. Conclusion 

The first-ever registered case in the United Kingdom for the virtual gang 
rape of a sixteen-year-old girl serves as a wake-up call to usher regulations 
in virtual spaces like the Metaverse and structure a mechanism that holds 
the perpetrators and Metaverse platform providers accountable. 
Moreover, in an ever-changing digital world, the lines that define virtual 
interaction with real-life experiences are losing their lucidity in distinction. 
The metaverse has emerged as a burgeoning realm of the digital world, 
which opens up the possibility of more virtual crimes. This points to a 
heightened need to protect users, especially minors, from any harassment 
they may face as a VR user. It is to be noted that sexual harassment, even if 
virtual, does inflict psychological trauma mirroring that of real-world 
harassment and negatively impacts the victim. 

Additionally, this indicates a gap in legislation and directives. The 
emotional toll on victims and rising instances of virtual crimes necessitate 
immediate attention. There are laws in India that primarily come into play 
when incidents of online sexual harassment occur, such as the IT Act of 
2000; however, its ambit remains narrow and does not extend to the 
metaverse. With global leaders in technology, such as Apple and Meta, 
offering VR services, increased access to VR technology is observable, and 
there is potential for a considerably more extensive market. There is an 
urgent need to establish adequate legal mechanisms addressing virtual 
sexual harassment.  

Moreover, recent international frameworks, such as those of Australia and 
the United Kingdom, have initiated an attempt to regulate emerging 
technologies, but they are still at a point of nascence and do not explicitly 
include the metaverse. The existing frameworks, such as the GDPR, also 
require refreshing to adapt to the newer challenges of the metaverse. To 
effectively combat the same, it is necessary to develop comprehensive 
legislation that categorically addresses virtual harassment. There is a need 
for defined guidelines for metaverse platform providers to hold them 
accountable and better safeguard the users' interests.  

In conclusion, by novel legislation and expansive interpretation of existing 
laws and precedents, a regulatory framework can be shaped as a response 
to the evolving landscape of the metaverse, addressing the critical impact 
virtual harassment has on VR users, especially minors, fostering an 
inclusive and safe environment for all.  


