
Nudging Dark Patterns To Light: An Analysis Of The 

Indian Regulatory Landscape With A Comparative 

Global View  

 

MEDHA CHIRANEWALA 

Medha Chiranewala is currently a law student at the Department of Law, University of 

Calcutta. She is particularly interested in Data Protection, Privacy and concurrent Technology 

and Cyber Laws. 

 

Abstract 

Dark Patterns are designs or user interfaces intentionally crafted to deceive consumers into making choices 

they wouldn’t make. It essentially subverts the choice and autonomy of a consumer availing goods and services 

online. In light of the increasing usage of such practices in the digital ecosystem, Governments in various 

jurisdictions have devised laws and guidelines to tackle it, including India. The author in the first section of 

the article examines the necessity of such safeguards with the help of graphical representations. In the second 

section of this article, the author examines its applicability to various entities along with different categories 

of dark patterns and liabilities established under the Guidelines introduced by the Central Consumer 

Protection Authority (CCPA) of India. In the third section of this article, the author examines and summarizes 

the laws on dark patterns in various International Jurisdictions such as the EU, USA, Australia, South Korea 

and Argentina and compares such laws with those of India. In the final section of this article, the author 

identifies the shortcomings of the Indian legislation and proposes measures to integrate it with other digital 

laws to make it more comprehensive and enhance Consumer Protection. 

 

I. Introduction 

 

The Central Consumer Protection Authority recently released Guidelines on Prevention and 

Regulation of Dark Patterns, 2023 in the exercise of powers conferred by section 18 of the 

Consumer Protection Act, 2019 (“the CP Act”) on them. These provisions came into force on 30th 

November, 2023. This is the first such instance where dark patterns are defined by Indian law, 

although there already exists a legal framework to deal with unfair trade practices in e-commerce1 

                                                           
1 Consumer Protection Act 2019, s 18. 
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and misleading and deceptive marketing and advertisements2. The guidelines have expanded the 

ambit of unfair trade practices on e-commerce websites by naming and explaining various tactics 

or practices which now fall under ‘Dark Patterns’. 

The term ‘Dark Patterns’ was first coined by Harry Brignull, a UX Specialist, in 2010, who used it 

to describe ‘deceptive strategies to trick clients’. According to him, “A Dark Pattern is a manipulative 

or deceptive trick in software that gets users to complete an action that they would not otherwise have done if 

they had understood it or had a choice at the time.”3 The increase in awareness about dark patterns 

among lawmakers and the general public is what is leading to a trend of implementation of dark 

pattern regulations in various jurisdictions. 

This paper attempts to provide a comprehensive view of the various kinds of dark patterns as 

outlined by the Indian regulations, the need for such safeguards, the Indian regulatory framework 

on it, and analysis of such regulations across international jurisdictions such as the European Union 

(EU), United States of America (USA), Australia, South Korea and Argentina, the comparison 

between them and the Indian Guidelines and lastly, recommendations for making a robust 

framework. 

 

II. Why Separate Guidelines? Why Not Unfair Trade Practices? 

 

It is evident that Dark Patterns are unfair trade practices, but the question that arises is - Why is it 

necessary to have separate laws on Dark Patterns and why aren’t the provisions of unfair trade 

practices enough to address it?  

Perusing the Consumer Protection Act 2019 (CP), Section 2(47) defines unfair trade practices as a 

“trade practice which, to promote the sale, use or supply of any goods or for the provision of any 

service, adopts any unfair method or unfair or deceptive method...”4 Which is explained with the 

help of different instances. While the definition does include ‘deceptive methods’ against 

consumers but these methods are limited to the instances given in the provision such as false 

representation of the goods being of a ‘particular standard’, ‘quality’, ‘quantity’, ‘grade composition’, 

‘style’ or ‘model’; or of the service being of a ‘particular standard’, ‘quality’ or ‘grade’; or 

representing that the goods and services have ‘sponsorship’, ‘approval’, ‘performance’, 

‘characteristics’, ‘accessories’, ‘uses’ or ‘benefits’ which they do not have etc.  

The reason why this provision falls short of addressing the problem of Dark Patterns is that Dark 

Patterns, on the face of it, might appear to be legal, even though they are not, as they largely play 

on the psyche and tech-savviness of the consumer, making it far more sinister than usual deceptive 

techniques. Dark Patterns play on the psychological weaknesses and shortcomings of consumers.  

                                                           
2 Central Consumer Protection Authority, Guidelines for Prevention of Misleading Advertisements and Endorsements for Misleading 
Advertisements (June 2022). 
3 Harry Brignull, ‘Bringing Dark Patterns to Light’ (Medium, 7 June 2021) <https://harrybr.medium.com/bringing-dark-patterns-to-light-
d86f24224ebf> accessed 1 January 2024. 
4 consumer Protection Act, 2019, s 2(47). 
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Referring to Tversky & Kahneman’s Dual Process Theory, it is suggested that humans have two 

modes of thinking: ‘System 1’ and ‘System 2.’5 The attributes of these two are expressed below 

graphically: 

                     

According to research, consumers are more likely to make rash decisions that are better for the 

interests of the providers than their own since dark patterns appeal to ‘System 1’ of the human 

brain.6 Rather than being persuasive, dark patterns tend to be manipulative, targeting largely 

children and old people with limited or diminished psychological ability.  

Many dark patterns like subscription traps, confirm shaming or trick questions may appear 

standard at the first instance, when in fact they are practices devised to take advantage of customers. 

E.g. subscription trap, makes it cumbersome and difficult for consumers to cancel their 

subscription to any app or website by hiding the cancel button or making the consumer go through 

many tabs and tasks to cancel subscriptions while the process to subscribe is usually much easier 

and convenient.  

At first glance such patterns may not seem irregular or of much concern since the website does 

offer its consumers the choice to opt-out or unsubscribe, making it difficult but not impossible to 

do so. However, the trap works at the psychological level by making the consumers tired of trying 

to find the ‘cancel button’ or complete the formalities of unsubscribing. Hence, discouraging them 

from opting out and manipulating them into recurrently paying for services which they do not 

need. A pertinent example of this would be the Federal Trade Commission (USA) filing a lawsuit 

against Amazon Inc. for enrolling their customers in the ‘Prime program’ without getting their 

express, informed consent and making it difficult for them to rescind or unsubscribe from the said 

service.7 Usual provisions on unfair trade practices fall short of addressing deceptions like that.  

Similarly, websites ‘confirm shaming’ their users into purchasing by inducing ‘ridicule’ or ‘guilt’ or 

‘fear’ in the mind of the consumer might not, on the surface, appear to be an unfair trade practice 

                                                           
5 A. Tversky & D. Kahneman, ‘Judgment under Uncertainty: Heuristics and Biases’ (1974) 185 Science 1124, 1131.  
6 C. Bosch et al., ‘Tales from the Dark Side: Privacy Dark Strategies and Privacy Dark Patterns’ (2016) Proceedings on Privacy Enhancing 
Technologies, 237, 254. 
7 ‘FTC sues Amazon for tricking customers into signing up for Prime’ (The Verge, 21 June 2023) <https://www.theverge.com/2023/6/21/23768372/ftc-
amazon-lawsuit-prime-dark-patterns-subscriptions> accessed 25 December 2023. 
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since it does not ‘rob’ the consumer of the choice to opt-out. However, when we take into account 

the psychological aspect of the confirmation bias it imposes, the deception becomes clear.  

An appropriate example of this would be companies providing antivirus and data security 

applications like McAfee who ‘persuade’ their users into buying subscriptions of their product by 

showing prompts like ‘Renew’ or ‘Accept Risk’, manipulating the consumer into believing that they 

are prone to imminent data security threats by not buying their product. The picture below is taken 

from the personal experience of the author, who has received this pop-up message multiple times 

on their device. 

 

Figure 1 (McAfee Anti-Virus Renewal Pop-up) 

Thus, to answer the question, separate laws are indeed required for Dark Patterns since most laws 

relating to unfair trade practices are inept at dealing with deceptions through user interface or user 

experience that play with the psychological vulnerabilities of consumers, manipulating them into 

making choices that they otherwise wouldn’t. 

 

III. Indian Guidelines On Dark Patterns: 

 

Before delving into various dark pattern laws around the world, it is necessary to gauge what the 

Guidelines issued by the CCPA say. 

A. APPLICABILITY: 

●  All platforms offering goods and services in India8; 

●  Advertisers9; 

●  Sellers10. 

From the first clause, it is clear that these guidelines apply to all companies providing services in 

India, whether domestic or foreign, amplifying the scope of these guidelines. The guidelines 

                                                           
8 Central Consumer Protection Authority, Guidelines on Prevention and Regulation of Dark Patterns (November 2023), s 3. 
9 ibid. 
10 ibid. 
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prohibit any person, including any platform from engaging in ‘Dark Pattern’ practices. In the event 

any person (including a platform) engages in the Dark Patterns specified in Annexure I to the 

guidelines, such person (or platform) will be considered as engaging in a dark pattern practice.11 

And be liable for the same.  

B. SPECIFIED DARK PATTERNS: 

Annexure I of the Guidelines specify 13 major dark patterns while CCPA has the discretion to 

include more from time to time. 

The dark patterns identified as of now are: 

False urgency 

 

It is characterized by fabricating or suggesting a false sense of urgency or scarcity in order to 

deceive a customer into buying something or acting right away when they otherwise wouldn’t have. 

False urgency usually involves displaying false popularity of a product or service or showing that 

there are fewer available units of specific goods or services than there are.12 

Now some common examples of false urgency are e-commerce websites conveying to consumers 

that they only have a few pieces of an item left in their inventory in which the consumer seems 

interested, in order to induce them to make the purchase. This has also been the case with travel 

websites manipulating customers into making a purchase by displaying false urgency. The picture 

below is a screenshot of a notification received by the author on their device. 

 
Figure 2 (Myntra Notification) 

Here, we can see that the e-commerce website, Myntra, has created a sense of urgency and scarcity 

to induce the consumer to hurriedly make a purchase. 

 

Basket sneaking 

 

It involves including extra items such as products, services or payments to charities/donations at 

the time of payment or checkout from a platform without the consent of the consumer which 

results in an increase in the amount payable by them. This guideline provides exceptions for certain 

items like free samples or complimentary services or the addition of necessary fees such as delivery 

charges, wrapping charges and taxes, at the time of checkout.13 

This has been a massive issue with travel booking websites pre-selecting travel insurance coverage 

as a default option while buying travel tickets which compelled the Insurance Regulatory and 

                                                           
11 ibid s 5. 
12 Central Consumer Protection Authority, Guidelines on Prevention and Regulation of Dark Patterns (November 2023), Annexure 1, cl 1. 
 
13 Ibid cl 2. 
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Development Authority of India (IRDAI) to instruct insurers that travel insurance policy option 

should not by default be pre-selected at the time of checkout and that no insurance can be bought 

90 days before travel.14 This was a welcome step towards transparency since oftentimes, the 

consumers were buying travel insurance without even being aware of it and hence not being able 

to use it in times of need, defeating the purpose of such insurance. 

 

Confirm shaming 

 

It refers to the use of images, sounds, phrases or any other technique to instil in the user a sense of 

‘guilt’, ‘shame’, ‘fear’, or ‘ridicule’ to persuade them to act in a way that will lead to them buying 

goods or services from a platform or renewing their subscription to a service.15  

 

An example of such ‘confirm shaming’ done by anti-virus software companies (Figure 1) has been 

given above in this paper. 

 

Forced action 

 

This entails forcing consumers into purchasing any additional good(s) or enrolling for an unrelated 

service to buy or subscribe or avail of the product or service they originally intended to purchase.16 

 

Some examples of this would be forcing consumers to share their sensitive personal information 

such as Aadhar card details.17 or credit card or biometric information18 Even when such data is not 

necessary for the transaction or forcing them to download unrelated apps while availing a service. 

 

Subscription trap 

 

It includes barriers to cancellation of a paid subscription. Here, the process to cancel is made 

impossible or lengthy by hiding the option to cancel; or compelling a consumer to provide 

payment details and/or consent for auto debits to avail free subscriptions, along with making the 

instructions to cancel confusing, cumbersome or ambiguous.19 

 

Amazon Prime enrolling its customers in its ‘Prime Program’ without their informed consent and 

making the process to unsubscribe difficult would be a relevant example.20 It has also been 

discussed previously in the paper. 

Interface Interference 

                                                           
14 Insurance Regulatory and Development Authority of India, Circular on Travel Insurance Products and operational matters (September 27, 2019). 
15 Central Consumer Protection Authority (n 12) cl 3. 
16 Central Consumer Protection Authority (n 12) cl 4. 
17 Nidhi Singhal, ‘Aadhar not mandatory yet organisations pose it as a mandatory document’ Business Today (India, 29 May 2022) < 
https://www.businesstoday.in/latest/trends/story/aadhaar-not-mandatory-yet-organisations-pose-it-as-a-mandatory-document-335550-2022-05-
29> accessed 6 October 2024. 
18 Sneha Kulkarni, ‘This new Aadhaar-related banking fraud is on the rise; why you need to lock your Aadhaar biometrics now’ Economic Times 
(India, 20 October 2023) <https://economictimes.indiatimes.com/wealth/save/this-new-aadhaar-related-banking-fraud-is-on-the-rise-why-you-
need-to-lock-your-aadhaar-biometrics-now/articleshow/104575645.cms?from=mdr> accessed 6 October 2024. 
19 Central Consumer Protection Authority (n 12) cl 5. 
20 FTC sues Amazon for tricking customers into signing up for Prime (n 7). 
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This entails a design element on a website intended to a) highlight certain specific information 

and/or b) obscure any other relevant information, tricking consumers into taking an action desired 

by the creator of such design.21 

 

A prime example of interface interference is ‘cookies consent notices’ on various websites. Cookie 

consent notices use methods like interface interference which includes ‘aesthetic manipulation’. 

Aesthetic manipulation involves using ‘high-contrast’ colours on texts and larger fonts that the 

designers would want the users of that website to see and choose (like the option to ‘Accept Cookies’) 

but minimizing or hiding crucial information22 or displaying other options with misleading colours 

like grey to give the impression that they cannot be selected or are invalid are common methods 

of dark patterns employed by websites to extract private information from users.  

 

The visual given below was discovered in an article on ‘Cookie Consent notices’ highlighting 

the usage of dark patterns in them.23 

 
Figure 3 (autoexpress.co.uk) 

Bait and Switch 

 

It describes the tactic of advertising a particular outcome based on the user’s action but 

misleadingly serving an alternate outcome.24 

 

An example of this would be when a user selects a product at a particular price but at the time of 

checkout that product is no longer available and a substitute product is offered which is costlier 

than the product chosen, again a common sight at travel booking websites.25 

 

Drip Pricing 

                                                           
21 Central Consumer Protection Authority (n 12) cl 6. 
22 Danyang Li, ‘The FTC and the CPRA’s Regulation of Dark Patterns in Cookie Consent Notices’ (2023) 1 U Chi L Rev 
<https://businesslawreview.uchicago.edu/sites/default/files/2023-03/Li_v1n19_561-590.pdf.> accessed 26 December 2023. 
23 Colin M. Gray and others, ‘Dark Patterns and the Legal Requirements of Consent Banners: An Interaction Criticism Perspective’ (2021) CHI 
Conferences on Human Factors in Computing System (CHI’21) <`https://doi.org/10.1145/3411764.3445779> accessed 26 December 2023. 
24 Central Consumer Protection Authority (n 12) cl 7. 
25 Chris Baraniuk, ‘How ‘dark patterns’ influence travel bookings’ BBC (UK, 12 Dec. 2019) <https://www.bbc.com/worklife/article/20191211-the-
fantasy-numbers-that-make-you-buy-things-online> accessed 6 October 2024. 
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Drip pricing26 Usually affects the prices payable by consumers. It involves: 

 

●  keeping elements of prices secretive and not revealing them upfront to the 

consumers or revealing them stealthily within the user experience; or 

●  informing the consumer of the actual price post-confirmation of the purchase, that 

is, charging more than what was disclosed at the time of payment; or 

●  advertising a product or a service as free without disclosing that further usage 

necessitates in-app payments; or  

●  preventing a consumer from utilizing a service for which he has already paid, 

without making additional purchases. 

●  These guidelines do not put any liability on a marketplace e-commerce entity for 

price fluctuations caused by price changes effected by third-party sellers or due to 

any other external factor outside of their control. 

●  Drip pricing is usually seen in gaming apps which advertise themselves as free but 

their continued usage requires app purchases. The maker of the game ‘Fortnite’, 

Epic Games had to shell out $520 million in settlement to FTC for duping players, 

especially children into buying in-game cosmetics.27 

●  Disguised Advertisement 

●  It refers to a practice of masking or disguising advertisements as other types of 

content like user-generated content false advertisements new articles etc.28 

●  The guideline states that the term ‘disguised advertisement’ also includes 

‘misleading advertisement’ as provided under Section 2(1)(28) of the CP Act.29 and 

the “Guidelines for Prevention of Misleading Advertisements and Endorsements 

for Misleading Advertisements, 202230” shall also apply to it. Here, it is the 

responsibility of the seller or advertiser to make such disclosure on the platform. 

●  A common example of this is influencers making content on a particular product 

or service which is an advertisement but not explicitly disclosing that such content 

is an advertisement to their followers and target consumers.31 To curb this issue, the 

Advertising Standards Council of India (ASCI) also had to roll out guidelines on 

Influencer Advertising in Digital Media.32 

 

Nagging 

 

                                                           
26 Central Consumer Protection Authority (n 12) cl 8. 
27 ‘FTC Finalizes Order Requiring Fortnite maker Epic Games to Pay $245 Million for Tricking users into Making Unwanted Charges’ (Federal Trade 
Commission, 14 March 2023) <https://www.ftc.gov/news-events/news/press-releases/2023/03/ftc-finalizes-order-requiring-fortnite-maker-epic-
games-pay-245-million-tricking-users-making> accessed 26 December 2023. 
28 Central Consumer Protection Authority (n 12) cl 9. 
29 Consumer Protection Act, 2019, s 2(1)(28). 
30 Central Consumer Protection Authority (n 2). 
31 Anupriya Chatterjee, ‘Attention influencers. You may soon be fined lakhs for false ads, or not disclosing paid content’ ThePrint (India, 17 Sept. 
2022) < https://theprint.in/india/governance/attention-influencers-you-may-soon-be-fined-lakhs-for-false-ads-or-not-disclosing-paid-
content/1130496/> accessed 6 October 2024. 
32 The Advertising Standards Council of India, Guidelines for Influencer Advertising in Digital Media, (1 June 2021). 
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Nagging as a dark pattern involves flooding users with requests, options, pop-ups or any other 

interruption unrelated to the action of purchasing goods or services intended by the consumer. 

Such requests most often disrupt the intended transactions. Nagging behaviours intend to obstruct 

the usage or visibility of the interface or distract and redirect the attention of the user.33 

 

Nagging again is a pattern which a lot of consumers have experienced on apps which give prompts 

for turning on notifications or collecting any sort of personal data. Instead of giving the consumer 

a choice between ‘Yes’ or ‘No’, the consumer is compelled to choose between ‘Yes’ and something 

like ‘Maybe Later’ or ‘Not now’, making the consumer prone to such pop-ups in their in-app 

experience. The visual given below is yet another example of Nagging, it was presented as an item 

in California Privacy Protection Agency’s Pre-Rule Making Informational sessions.34 

 

 

Figure 4 (ccpa.ca.gov) 

 

Trick Question 

 

The term trick question refers to the purposeful use of ambiguous or misleading language, such as 

‘double negatives’ or ‘unclear terminology’ or other similar techniques to deceive or mislead a 

consumer from doing desired actions or persuade them to adopt a particular response or action.35 

Trick questions are designed to play on the attention deficit of the consumers while clicking 

through various boxes out of habit expecting the same prompts.  

 

By using ‘asymmetric’ or ‘double negative’ language, they trick consumers into performing tasks 

such as ‘accepting spam emails’ or calls which the consumer wouldn’t have intended to.  

 

Saas Billing 

 

                                                           
33 Central Consumer Protection Authority (n 12) cl 10. 
34 Dr. Jennifer King, ‘Dark Patterns & Manipulative Design’ (California Privacy Protection Agency, 29 March 2022) 
<https://cppa.ca.gov/meetings/materials/20220329_30_day_1_item_2c_king.pdf> accessed 31 December 2023. 
35 Central Consumer Protection Authority (n 12) cl 11. 
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It involves collecting payments from consumers recurrently and as surreptitiously as possible.36 

Saas billing is often combined with Subscription trap where the consumer is tricked into continuing 

with the subscription of a good or service, like subscription to ‘OTT Platforms’ where options of 

auto-renewal or auto-debit are ‘pre-selected’ or difficult to remove and consumers are not provided 

any choice in changing such settings. 

 

Rogue Malwares 

 

As per the guidelines, ‘Rogue Malwares’ means using a ‘ransomware’ or ‘scareware’ to deceive 

consumers into thinking that there is a virus or malware on their electronic device and 

consequently convincing them to purchase a fake malware removing tool or software which then 

actually installs malware on the device of the consumer.37  

 

This is a common sight on pirated websites which often show pop-ups like ‘Warning!’ or ‘Virus 

Detected’ to scare consumers into taking actions such as purchasing their fake software and 

subsequently losing their data. The visual given below is a prime example of ‘Rogue Malware’ in 

dark patterns.38  

 

Figure 6 (bumc.bu.edu) 

Hence, these are the dark patterns identified by the Indian regulations as of now. These guidelines 

underscore the commitment on the part of the government to protect consumer autonomy in the 

digital eco-space along with safeguarding their privacy, by placing significant emphasis on creation 

of reasonable user interface, especially in light of the linkage between dark patterns and user 

content in the privacy regime.39 

 

                                                           
36 Central Consumer Protection Authority (n 12) cl 12. 
37 Central Consumer Protection Authority (n 12) cl 13. 
38 ‘Rogue Security Software’ (Boston University Medical Campus Information Technology) <https://www.bumc.bu.edu/it/infosec/prevention/rogue/> 
accessed 5 January 2024. 
39 Bhuvnesh Kumar and Sharad Panwar, ‘Navigating Deception: Dissecting the Implications of India’s Guidelines on Dark Patterns’ (The Wire, 5 
December 2023) < https://thewire.in/rights/india-guidelines-dark-patterns-implications> accessed 30 December 2023. 
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Liabilities And Punishment For Engaging In Dark Patterns: 

 

The CP Act imposes severe fines and imprisonment40 on the usage of any of the Dark Patterns 

mentioned in ‘Annexure 1’ of the Guidelines. Imprisonment for up to six months; a fine of up to 

Rs. 20 lakhs, or both for non-compliance with the Act’s directions. Imprisonment for up to two 

years and a fine of up to Rs. 10 lakhs can also be imposed additionally for creating/causing false or 

misleading advertisementswhich are prejudicial to the interests of the consumers. The 

imprisonment and fine can increase for subsequent offences.  

 

Can Commercial Entities Sue Under The Dark Patterns Regulations? 

 

After reviewing the guidelines, a valid question that arises is whether commercial entities can sue 

for infringement of autonomy and choice under these regulations. For this, reliance has to be 

placed upon the definition of ‘consumers’ in the CP Act, which is the parent Act. The Act defines a 

‘consumer’ as “a person who buys any goods or services for a consideration, which has been paid 

or promised or partly paid and partly promised, or under any system of deferred payment also 

includes the user with approval of such goods or beneficiary of services”41. The definition excludes 

any person who avails services for any commercial purposes. It needs to be noted that the definition 

of ‘consumer’ given by the Consumer Protection Act, 198642 is similar to the 2019 Act on these 

accounts. 

The Supreme Court has held that the definition of ‘consumer’ under the CP Act, 1986 includes a 

commercial entity provided that the goods purchased, or services availed are not linked to any 

profit generating activities or commercial purposes.43 Considering this, it won’t be incorrect to say 

that commercial entities too can seek remedy against dark patterns under these regulations, given 

that the activity which has been vitiated by dark patterns is an activity not directly intended to 

generate profit for the concern. 

 

IV.  Dark Patterns Regulations: A Global Perspective 

 

India is not the only country with Dark Patterns laws in place. Any analysis of Dark Pattern 

regulations would be incomplete without a global perspective on the same. Hence, the author 

attempts to analyze, summarise and compare laws on dark patterns in different international 

jurisdictions such as the European Union (EU), United States of America (USA), Australia, South 

Korea and Argentina with that of India. 

 

European Union (EU) 

 

                                                           
40 Consumer Protection Act (n1) s 21. 
41 Consumer Protection Act (n 1) s 2(7). 
42 Consumer Protection Act, 1986, s 2(1)(d). 
43 National Insurance Co. Ltd. v Harsolia Motors & Ors. 2023 SCC OnLine 409. 
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The European Union has regulations on Dark Patterns. Dark patterns are mentioned or referred to 

in the General Data Protection Regulations44 (“GDPR”), the Digital Services Act45 (“DSA”) and the 

Unfair Commercial Practices Directive (“UCPD”)46. Recital 67 of the DSA defines dark patterns as 

“practices that materially distort or impair, either on purpose or in effect, the ability of recipients 

of the service to make autonomous and informed choices, or decisions. Those practices can be used 

to persuade the recipients of the service to engage in unwanted behaviours or into undesired 

decisions which have negative consequences for them.” 47 

 

DSA prohibits providers of online platforms from impairing or distorting the autonomy, choice 

and decision-making of ‘recipient of services’ by deceiving or nudging them through structure, 

design or functionality of any UI/UX or part thereof. While this provision doesn’t specify or name 

any particular dark pattern but it does lay down certain actions or designs or patterns that can be 

categorized as dark patterns. They are: 

 

●  Design choices that are exploitative and compel the recipient to perform actions 

that might not be in their best interests but which serve the providers of online 

platforms; 

●  Presenting certain choices in a more prominent manner through audio or visual or 

any other aid when asking the user to make a certain choice or action. Here, the 

choices are presented in a non-neutral way to exploit cognitive biases of the 

consumer; 

●  Nagging, that is, flooding recipients of the service with requests of making a choice 

where such choice has already been made; 

●  Providing barriers to cancellation of a particular service or subscription by making 

the process of cancellation much lengthy and cumbersome than the process to sign 

up or making certain actions more difficult and time-consuming than others or 

making it unnecessarily difficult to opt-out of purchases or sign out from any 

online platform allowing remote contact with traders; 

●  Using default settings on online interface which can be very difficult to change and 

have the capacity to irrationally bias the decision-making of a recipient of service 

or deceiving such recipients by compelling them to make any decision in a 

transaction which might not be in their best interests. 
 

This definition of dark patterns has wide implications because anything on an online interface of 

an online platform that can “materially distort or impair the ability to make autonomous and 

informed choices” of the consumers or recipients can be called a Dark Pattern. The definition 

                                                           
44 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] 
OJ L 119/1. 
45 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on the Single Market for Digital Services and 
amending Directive 2000/31/EC (Digital Services Act) [2022] OJ L 277/1. 
46 Commission Notice 2021/9320 of 29 December 2021 on the Guidance on the interpretation and application of Directive 2005/29/EC of the 
European Parliament and of the Council concerning unfair business-to-consumer commercial practices in the internal market [2005] OJ L 149/22. 
47 Digital Services Act (n 45) recital 67. 
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focusses heavily on consumer autonomy and ability to make choices which again alludes to the 

psychological effect of dark patterns and their ability to manipulate the psyche and decision-

making process of the consumer.  

 

While the Act does not give an exhaustive list of dark patterns like the Indian guidelines but the 

definition certainly describes some dark patterns like Interface Interference, Trick Question, 

Nagging, Subscription Trap with the list not being exhaustive. User interfaces which deceive or 

mislead recipients or encroach upon their ability to make free and informed decisions shall be 

prohibited under Article 25 of the DSA48 and in light of such restrictions, providers will have to re-

evaluate their platforms. 

 

GDPR does not directly mention dark patterns but it needs to be credited for laying down the 

essential regulatory framework. Article 25 sub-clauses 1 and 2 talk about the maintenance of privacy 

by data controllers in their interfaces by default as well as by design.49 The provision can be 

construed to protect the consumers from unfriendly default settings, imperceptible decline options 

and strategies to guilt the consumer to compromise personal data. However, the same cannot be 

viewed as a holistic mechanism to regulate dark patterns.50 While it might not have been a complete 

mechanism, it provided a layout for personal data protection of the consumers which often is at 

the receiving end due to dark pattern practices by operators who manipulate consumers into giving 

up their details by exploiting cognitive biases (like cookie consent notices). 

UCPD lays down the general infrastructure which regulates business-to-consumer (B2C) 

relationships along with restricting practices which are unfair. UCPD applies to both online and 

offline sellers, making it technologically neutral. Dark Patterns have been extensively mentioned 

in the Commission’s 2021 Guidelines,51 making such practices liable to be challenged under the 

UCPD as well. Dark Patterns like ‘Bait and Switch’, ‘Fake limited Stock Claims’, ‘Fake timers’ and 

‘Nagging’ have been blacklisted under Annex 1. The UCPD’s standard reasoning would be 

applicable for any other pattern: “If significant information is withheld or presented in a way that 

influences the consumer to make a decision they otherwise would not have made, that behaviour 

would be considered a misleading Dark Pattern practice.” Alternatively, if the pattern impairs 

consumer autonomy through use of force, coercion or undue influence impelling them to make 

undesirable choices, it may be characterized as aggressive.52 

 

The EU framework on dark patterns is a triad of three acts- UCPD, GDPR and DSA. It is possible to 

say that Dark Patterns have been construed as a subset of Data Protection Laws and Consumer 

                                                           
48 Digital Services Act (n 45) art. 25. 
49 General Data Protection Regulation (n 44) art. 25 cl 1 & 2. 
50Jamie Lugiri and Lior Strahilevitz, ‘Shining a Light on Dark Patterns’ (2021) 13 J Leg Anal <https://ssrn.com/abstract=3431205> accessed 30 
December 2023. 
51 Commission Notice (EU) 2021/C 526/01 of 29 December 2021 laying down Guidance on the interpretation and application of Directive 
2005/29/EC of the European Parliament and of the Council concerning unfair business-to-consumer commercial practices in the internal market 
[2021] OJ C 526/1. 
52 Tom Akhurst and others, ‘How Should the European Union Regulate Dark Patterns?’ (2023) Sciences Po Chair Digital Governanance and 
Sovereignty Student’s Policy Brief, <https://www.sciencespo.fr/public/chaire-numerique/en/2023/09/12/students-policy-brief-how-should-the-
european-union-regulate-dark-patterns/> accessed 29 December 2023. 
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Protection Laws. This is one aspect in which the Indian jurisdiction differs, since the Indian laws 

have fallen short of recognizing the ‘right to privacy’53 as a consumer right.  

 

The guidelines still do not address the various risks, in particular, the threat posed by the 

unauthorized collection of excessive and unnecessary personal data without informed consent of 

users. Dark patterns have been closely linked to privacy and consumer autonomy in EU 

jurisprudence through their inclusion in data protection acts while dark pattern regulations in India 

have strictly remained ‘unfair trade practices’ without tapping deep into the data protection aspect 

of it. Even the Digital Personal Data Protection Act54 of India fails to adequately govern and restrict 

User Interface tasked with collecting personal data of consumers.  

Secondly, the DSA doesn’t place emphasis on the ‘intention to mislead’ while determining liability 

for websites using dark patterns in their interface, any feature adversely affecting consumer choice 

can be considered one, the intention of the provider behind it is inconsequential (Recital 67).  

Liability is also attracted if the platform or business knows that it has the effect of manipulating or 

‘subverting’ a user’s choice and does not remedy the same, but in India, one necessary ingredient 

to establish that a user interface uses dark patterns is to prove that it was ‘designed to mislead’. 

While the requisition to prove intention behind the design of any UI/UX interface can be a useful 

tool to ensure that a detailed analysis is carried out, it can also become difficult to establish an 

‘intention to mislead’ in each and every case. Thus, it remains to be seen how the Central Consumer 

Protection Authority interprets and enforces this.55 

  

On a comparative note, the two major places where the regulations on dark patterns differ in both 

the jurisdictions is on the emphasis of personal data protection of consumers and the essentiality 

of presence of intention to mislead. 

 

The United States Of America 

 

There has been a crackdown on dark patterns by various authorities in the USA, especially the 

Federal Trade Commission (FTC). The FTC’s April 2021 workshop ‘bringing dark patterns to light’ 

investigated manipulative user interface designs on websites and Apps. It was the first federal 

authority to do so in the states. It further put out it’s ‘Bringing Dark Patterns to Light’56 report in 

September 2022 elucidating on how intricate design practices are being employed by organisations 

to manipulate or mislead consumers into buying products and services or giving up their personal 

information. The report highlighted various Dark Patterns in UI/UX like57: 

 

1. URGENCY which consists of ‘Baseless Countdown Timer’, ‘False Limited Time Message’ 

and ‘False Discount Claims’. 

                                                           
53 Justice K.S. Puttaswamy & Anr. v Union of India & Ors. AIR 2017 SC 4161. 
54 The Digital Personal Data Protection Act, 2023. 
55Paritosh Chauhan and Rohan Verma, ‘Regulation of Dark Patterns’ (Lakshmikumaram &  Sridharan Attorneys, 19 December 2023) < 
https://www.lakshmisri.com/insights/articles/regulation-of-dark-patterns/#> accessed 30 December 2023. 
56 FTC Bureau of Consumer Protection, ‘Bringing Dark Patterns to Light’ (FTC Staff Report 2022). 
57 ibid Appendix A. 

38



2. OBSTRUCTION which includes ‘Price Comparison Prevention’, ‘Roadblocks to 

Cancellation’ and ‘Immortal Accounts’. 

3. SNEAKING OR INFORMATION HIDING which includes ‘Sneak into Basket’, ‘Hidden 

Information’, ‘Hidden Costs’, ‘Drip Pricing’, ‘Hidden Subscription’ or ‘Forced Continuity’ 

and ‘Intermediate Currency’. 

4. INTERFACE INTERFERENCE which consists of ‘Misdirection’, ‘False Hierarchy’, 

‘Disguised Ads’ and ‘Bait and Switch’. 

5. COERCED ACTION entailing ‘Unauthorized transactions’, ‘Auto-play’, ‘Nagging’, ‘Forced 

Registration or Enrollment’, ‘Pay to play’ and ‘Friend Spam/Social Pyramid Schemes’. 

 

 

6.  

7. ASYMMETRIC CHOICE including ‘Trick Questions’, ‘Confirm Shaming’, ‘Preselection, 

Subverting Privacy, Preferences’. 

 

While the USA does not yet have a federal law or regulation on Dark Patterns yet, a number of 

states have adopted such regulations. The first one to do so is California through the California 

Consumer Privacy Act58 (“CCPA”) and California Privacy Rights Act59 (“CPRA”), the state of 

Colorado through Colorado Privacy Act60 (“CPA”) and Connecticut through Act Concerning 

Personal Data Privacy and Online Monitoring, also known as the Connecticut Data Privacy Act.61 

All these acts expressly restrict the use of dark patterns. 

 

CCPA’s recently updated regulations state that “a business shall not use a method that is designed 

with the purpose or has the substantial effect of subverting or impairing a consumer’s choice to 

opt-out”.62 This has been made in consonance with the new privacy rights introduced for California 

consumers such as the ‘right to opt-out’ of the sale or sharing of their personal information or the 

‘right to delete’ personal data collected from them or the ‘right to know’ about the personal data 

which a business collects about them and how it is used and shared.63 It is pertinent to note that as 

per the regulation any platform or seller hosting a website with UI/UX which utilizes Dark patterns 

shall be liable under the act, the ‘intention’ to mislead or subvert the choice of the consumer is 

inconsequential. 

 

The CPRA defines dark patterns as “user interface designed or manipulated with the substantial 

effect of subverting or impairing user autonomy, decision-making or choice, as further defined by 

regulation”. If a platform contains any user interface that subverts the autonomy or decision-

making of a consumer and the platform provider is aware of it, then the provider shall be liable for 

engaging in dark pattern usage even though such usage was unintentional, i.e., the platform was not 

                                                           
58 California Consumer Privacy Act, 2018 (USA). 
59 California Privacy Rights Act, 2020 (USA). 
60 Colorado Privacy Act, 2021 (USA). 
61 Connecticut Data Privacy Act, 2022 (USA). 
62 Dr. Jennifer King (n 34). 
63‘California Consumer Privacy Act’ (State of California-Office of Attorney General, 10 May 2023) 
<https://oag.ca.gov/privacy/ccpa#:~:text=Are%20there%20any%20CCPA%20regulations,the%20California%20Privacy%20Protection%20Agency.> 
accessed 31 December 2023. 
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designed with the ‘intention to mislead’. Similarly, a business’ willful ignorance of the impact of its 

user interface may also support the establishment of a dark pattern.64  

 

Several requirements have been laid down along the lines of which businesses are supposed to 

implement methods for submitting CCPA requests and obtaining consumer consent for various 

purposes like collecting their personal data such as making options ‘easy to understand’, ensuring 

‘symmetry in choice’ (for eg. providing options like ‘Yes’ and ‘Ask me Later’ are asymmetrical since 

the consumer is not given any option to decline the opt-in), ‘avoiding confusing language’ etc.65 

 

Alongside CPRA, the Colorado Privacy Act makes explicit mention of dark patterns calling it “a user 

interface designed or manipulated with substantial effect of subverting or impairing user 

autonomy, decision making or choice.” Connecticut’s Data Privacy Act also mentions dark patterns. 

It explicitly excludes dark patterns in its definition of ‘consent’. This flows from the school of 

thought that consent should be freely given, informed, unambiguous and free from any external 

pressure like coercion, fraud or undue influence. Dark Patterns shall include but not be limited to 

any practice that the FTC deems as one.66 

 

While comparing the regulations in American and Indian jurisdictions, a stark difference that can 

be noted is that the American Regulations are more concerned with the Protection of Personal Data 

and ensuring consumer’s ‘right to opt-out’ of sharing such data and refusing platforms the right to 

sell such data, while the regulations in the Indian jurisdiction aim at preventing unfair trade 

practices and practices that might be prejudicial to consumers as such. The Indian counterpart lacks 

specific focus on the effect of dark patterns in collecting personal data and measures to stop it. This 

angle of legislation is yet to be traversed by the Indian lawmakers.  

 

Secondly, the American legislation too, like EU, states that a platform shall be liable for UI/UX 

utilizing dark patterns irrespective of the fact whether it was the platform or designer’s intention 

to mislead the consumer. The American legislation takes a more consumer-oriented approach by 

making businesses liable even if they ignore to rectify such dark patterns or lack intention to use 

dark patterns while the Indian legislation takes a neutral ground by making the ‘intention to 

mislead’ or ‘designed to mislead’ an essential for proving liability. 

 

Australia 

 

Australia does not have any specific law on Dark Patterns yet but it is governed by the Australian 

Consumer Law (“ACL”). Schedule 2 of the Competition and Consumer Act67, (formerly known as 

the Trade Practices Act, 1974) contains the ACL. While dark patterns are not automatically illegal in 

Australia but to combat their usage in the marketplace, the Australian Competition and Consumer 

Commission (“ACCC”) which is in charge of enforcing the ACL has implemented a number of 

                                                           
64 California Privacy Rights Act, s 7004 (c). 
65 ibid s 7004 (a). 
66 Connecticut Data Privacy Act, s 1(11). 
67 Competition and Consumer Act, 2012 sch. 2 (Aus). 
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measures. Similar to how the Federal Court ordered ticket reseller ‘Viagogo AG’ to pay $7 million 

in penalty for violating ACL by reselling tickets for live music or sporting events under false or 

misleading representations, in an action brought by ACCC. The company was misleading 

consumers by creating a ‘false sense of urgency’ by implying that tickets were scarce and by 

marketing tickets at a lower cost by not including the necessary, unavoidable fees.68  

 

ACL contains protections against ‘misleading or deceptive conduct’69, ‘unconscionable conduct’70 

and ‘unfair terms’71 which can be used against dark patterns. Additionally, it offers defense against 

a range of practices that can be considered dark patterns such as demanding payment for an 

unsolicited good or service72 (e.g. ‘basket sneaking’), not clearly displaying the total cost of a product 

or a service73 (e.g. ‘drip pricing’), or bait advertising74 (‘bait and switch’).  

 

The Privacy Act, 198875 establishes stringent guidelines for the collection, use and storage of 

personal data.76 Among these guidelines is the requisition that people must be made aware of their 

rights, and the nature of the data collected and the purpose for which data will be used. Further, 

using ambiguous language (‘trick questions’) in terms and conditions or privacy policies which 

deceive consumers into disclosing their personal information without being fully informed of their 

rights can also count as a violation of ACL.77 Dark Patterns have been flagged and punished in 

Australia but the laws are still not as comprehensive and specific as in the Indian jurisdiction. Some 

dark patterns like false urgency or basket sneaking or bait and switch are already included in the 

ACL but the presence of a specific piece of legislation adds an extra layer of enforceability and 

awareness on such practices especially for consumers, who might mistake it as a norm on websites.  

 

South Korea 

 

The Korea Fair Trade Commission (“KFTC”) on April 21, 2023 released the ‘Policy Direction for 

Protecting Consumers from Online Dark Patterns’.78 South Korea has been one of the few 

jurisdictions to come out with a comprehensive plan to tackle dark patterns. The Consumer 

Protection in Electronic Commerce, 2012 (“E-Commerce Act”) ensures consumer protection on e-

commerce platforms. This Act’s purpose is to safeguard consumer rights and interests by 

establishing guidelines for fair trade of goods and services through mail order, e-commerce 

transactions and other channels.79 The Policy guidelines are a welcome move to remove any doubts 

on what counts as dark patterns, since the broad language of Article 21 Paragraph (1), Item 1 of the 

                                                           
68 ‘Viagogo to pay $7 million for misleading consumers’ (ACCC, 2 October 2020) <https://www.accc.gov.au/media-release/viagogo-to-pay-7-million-
for-misleading-consumers> accessed 1 January 2024. 
69 Australian Consumer Law, s 18. 
70 ibid s 20. 
71 ibid s 23. 
72 ibid s 40. 
73 ibid s 48.  
74 ibid s 35. 
75 The Privacy Act, 1988 (Aus). 
76 ‘Privacy’ (Australian Government-Attorney General’s Department) < https://www.ag.gov.au/rights-and-
protections/privacy#:~:text=The%20Privacy%20Act%201988%20(Privacy,and%20in%20the%20private%20sector.> accessed 6 October 2024. 
77 ‘Dark Patterns: User interfaces that make consumers buy and buy more. What are the laws and are dark patterns legal?’ (Sharon Giovani Consulting, 
18 January 2023) <https://sharongivoni.com.au/dark-patterns-user-interfaces-that-make-consumers-buy-and-buy-more-what-are-the-laws-and-
are-dark-patterns-illegal/> accessed 1 January 2024. 
78 Korean Fair Trade Commission, Policy Direction for Protecting Consumers from Online Dark Patterns, (21 April, 2023) (SK). 
79 Act on the Consumer Protection in Electronic Commerce, 2012 art. 1. 
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E-Commerce Act80 which prohibits companies from “luring customers, concluding a deal with 

consumers, or interfering with customer’s cancellation, etc. or orders or termination of contracts 

by providing false or exaggerated information or by deceptive means” still has more to cover when 

it comes to dark patterns.81 Currently, the National Policy Committee of South Korea has 

introduced five amendment bills pertaining to dark patterns, four of which aim to amend the E-

Commerce Act and one of which seeks to amend the Personal Information Privacy Act (“PIPA”).  

 

The following amendments are to be introduced in the E-Commerce Act82: 

 

●  Mandating e-commerce businesses to disclose to customers any modifications to 

the fee structure (such as turning free trials into paid subscriptions) or charging 

increased fees, as well as the total amount that a customer must pay. The bill also 

prohibits ‘drip pricing’, ‘bait and switch’, ‘preselection’, ‘roadblocks to cancellation’ 

and ‘nagging’. 

●  Prohibiting e-commerce businesses from processing recurring payments without 

the consumer’s consent, tricking consumers into agreeing to such recurrent 

payments, or meddling with account cancellation.  

●  Mandating e-commerce businesses to create UI that can prevent or lessen the 

damage caused by user errors.  

●  Prohibiting e-commerce businesses from manipulating or altering User Interface 

designs in order to impede consumers from making informed decisions.  

●  Proposed amendments in PIPA83: 

●  Prohibiting personal information controllers from gathering personal data by 

coercing consumers into making unintended choices or decisions that violate their 

rights.84 
 

The following amendments that are sought to be introduced are common trends noticed in all 

jurisdictions which have started regulating dark patterns. The most common dark pattern that has 

been referenced is ‘subscription trap’ which also includes SaaS billing. Other commonalities 

include making the UI design easier and avoiding trick questions while collecting personal data of 

consumers. The KFTC also released the ‘Guidelines on the Voluntary Management of Online Dark 

Patterns’85 on July 31, 2023 as a way to supplement the policy directions. The guidelines have 

categorized dark patterns into 4 main categories and 19 distinct types. The Indian guidelines had 

defined 13 major dark patterns, but the Korean guidelines move a step further and identify 19 

distinct types with ‘False Discount Claims’, ‘False Recommendations’, ‘False Hierarchy’, ‘Price 

Comparison Prevention’, ‘Click Fatigue’, ‘False Limited Time Message’, ‘False Low Stock Message’ 

                                                           
80 The Consumer Protection in Electronic Commerce Act, 2012 art. 21. 
81 ‘Recent Developments in KTFC’s Efforts to Regulate Dark Patterns’ (KIM & CHANG, 6 July 2023) 
<https://www.kimchang.com/en/insights/detail.kc?sch_section=4&idx=27534> accessed 5 January 2024. 
82 ‘Update on the Regulatory Trends on Dark Patterns’ (SHIN & KIM, 23 August 2023) <https://www.shinkim.com/eng/media/newsletter/pdf/2194> 
accessed 8 January 2024. 
83 Personal Information Privacy Act, 2011 (SK). 
84 Update on the Regulatory Trends on Dark Patterns (n 82). 
85 Korean Fair Trade Commission, Guidelines on the Voluntary Management of Online Dark Patterns, (31 July, 2023) (SK). 
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and ‘False Activity Messages’ being the unique ones.To tackle patterns like ‘False Discount Claims’ 

and ‘False Recommendations’, the guidelines provide that the consumers should not be given 

misleading information about standard prices, sales prices and discounts; the platforms should not 

(i) delete unfavourable consumer feedback or manipulate such feedback to conceal unfavourable 

feedback, and (ii) write false and manipulated positive reviews.  

 

‘False Hierarchy’ employs graphic designs to trick users into thinking that they have no choice but 

to choose a certain option, and to prevent such UI/UX design, the guidelines suggest setting up a 

web page with options and alternatives available for consumers and arranging the options in a 

symmetric and like manner, for example, the “Cancellation tab” in a window should not be made 

in grey text giving the impression that consumers do not have the option to cancel. This tactic is 

quite common for windows requiring consent of the consumer in collecting their personal data 

such as cookie consent notices, a visual example of such pattern has been provided above in the 

paper (Figure 3).  

 

‘Price Comparison Prevention’ as the name implies, makes it challenging for consumers to 

compare product prices online. While online platforms are not accountable for obstructions caused 

in comparison, they need to make sure to design an interface which does not provide inaccurate 

information of prices or any such detail which makes comparison difficult. ‘Click Fatigue’ basically 

works to tire consumers into giving up on making a choice which shall be beneficial for them.  

 

‘False Limited Time Message’ misleads consumers into believing that the discounted price is only 

available for a short period of time which pressures them into buying the product, this pattern is a 

lot similar to ‘false urgency’ with a slight difference being its focus on time bound availability of 

discounted prices only. ‘False Activity Messages’ display the number of people who have recently 

viewed or bought a certain product, which pressures the consumer into purchasing that product as 

well.  

 

The Korean guidelines have been one of the most comprehensive and illustrative guidelines on the 

subject so far, with the identification and enforcement against various dark patterns and proposed 

amendments under not only the E-Commerce Act but also the PIPA. While the Indian guidelines 

are somewhat at par with the Korean guidelines, the one place where Indian guidelines have more 

ground to cover is the interconnection between dark patterns and personal data protection and 

recognition of dark patterns as a threat to privacy of consumers 

 

Argentina 

 

Argentina, though, doesn’t have a full encompassing law on Dark Patterns, it has passed some laws 

or decrees in the past few years to curb such practices. The laws concerning consumer protection 
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are the Argentine Constitution,86 the Consumer Protection Law 24,24087 as amended (CPL) 

alongside Regulatory decree no. 1798/1994;88 the National Civil and Commercial Code (CCCN-Title 

III Chapter 1 “Consumer Contracts”);89 Decree 274/2019, concerning Unfair Trade and Competition 

practices.90 Further, there are regulations of national, provincial and municipal level, as well as 

international treaties which Argentina adheres to. The definition of consumer in Argentinian law 

is very wide. Law 24,240 (art.1) and CCCN (art. 1092) defines ‘consumer or user’ as “the human or 

legal person who acquires or uses, for free or onerous, goods or services as the final recipient, for 

their own benefit or that of their family or social group.” From the definition, it is clear that people 

who obtain or use goods or services-free of charge or for a fee-as the ultimate recipient for their 

own benefit or for the benefit of their family or social group-without becoming involved in the 

consumer relationship as a result of or on the occasion of it are also regarded as consumers or 

users.91 All entities, or suppliers, or vendors that engage in a consumer relationship as a result of 

their operations must comply with the requirements imposed by the Consumer Protection 

framework. Argentina through its resolution 994/202192 forbid some deceptive practices which fall 

under Dark Patterns, such as ‘sneak into the basket’ or ‘presume consent when consumers navigate 

supplier’s websites to limit consumer’s right of withdrawal’ or ‘obstruct, denature or limit the 

revocation of acceptance by consumers in consumer relationships carried out outside commercial 

establishments, remotely or by electronic means’. Some other striking feature of this legislation is 

that it also seeks to prevent Platforms or sellers from imposing a ban or sanction for making 

negative reviews,93 or letting suppliers have consumer data available after the termination of the 

contract when the consumer has requested its deletion.94 

 

Resolution 424/2020 passed by the Secretariat of Domestic Trade,95 Argentina establishes that 

service providers and online retailers are required to prominently display and make easily 

accessible a link, that allows customers to cancel their orders for products or services. Consumers 

cannot be required to do any prior registration or any other procedure, as stated in Section 34 of 

Law No. 24,24096 and Section 1110 of the Civil and Commercial Code.97 The legislation even 

provided where to put the ‘Withdrawal’ or ‘Cancellation’ button, particularly in a prominent place 

in terms of visibility and size with the denomination indicated in the resolution98. This again can 

be an extension of laws introduced by various jurisdictions to make the option to cancel a good or 

service more convenient and accessible for consumers as hiding the ‘Cancellation button’ is one of 

the most prominent forms of dark patterns. Furthermore, the Mercosur Resolution No. 37 for 

‘Consumer Protection in E-commerce’,99 which mandates that e-commerce entities provide 

                                                           
86 Constitution, art. 42 (Arg). 
87 Consumer Protection Law No. 24240 of 1993 (Arg). 
88 SECRETARÍA DE COMERCIO INTERIOR Resolución 1798/1994 (Arg). 
89 Civil and Commercial Code of the Argentine Republic, 2014 (Arg). 
90 SECRETARÍA DE COMERCIO INTERIOR Resolución 274/2019 (Arg). 
91 ‘Consumer Protection Laws and Regulations Argentina 2023-2024’ (ICLG.com, 28 April 2023) <https://iclg.com/practice-areas/consumer-
protection-laws-and-regulations/argentina> accessed 19 January 2024. 
92 SECRETARÍA DE COMERCIO INTERIOR Resolución 994/2021, art. 1 (Arg). 
93 ibid art. 1(r). 
94 ibid art. 1(p). 
95 SECRETARÍA DE COMERCIO INTERIOR Resolución 424/2020 (Arg). 
96 Consumer Protection Law (n 87) s 34. 
97 Civil and Commercial Code (n 89) s 1110. 
98 ‘The new Cancelation Link’ (Dentons, 8 October 2020) <https://www.dentons.com/en/insights/articles/2020/october/8/the-new-cancelation-link> 
accessed 19 January 19, 2024. 
99 Mercosur/GMC/Res. No. 37/19 on Consumer Protection in E-commerce. 

44



consumers with a ‘clear, sufficient, truthful, and easily accessible way’ to obtain information about 

the supplier of the good or service and the transaction made, is incorporated into the Argentinean 

legal system by the Secretariat’s Resolution 270/2020.100  Thus, transparency and minimum 

interference in the interface along with easy access to relevant information of the sellers is at the 

foundation of such laws. 

 

Dark Patterns regulations in Argentina are still not very comprehensive or specific, but the 

regulations do try to alleviate some issues such as ‘sneak in basket’ or option to ‘Cancel or Withdraw’ 

and promote transparency in e-commerce and user interface. This approach is very similar to the 

one taken by India in terms of curbing unfair trade practices through means of dark patterns. One 

striking feature of the Argentinean regulations is that they not only acknowledge dark patterns 

prevalent in online interface but they also intend to cover similar practices employed by 

sellers/vendors in brick-and-mortar stores, which has not been discussed or touched upon by other 

jurisdictions. Dark Patterns like ‘false urgency’ or ‘coerced action’ like forced registration or 

enrollment in services can very much happen in commercial outlets along with websites. 

 

 

V. The Way Forward 

 

While the Dark Patterns Regulation in India and abroad have been analyzed and compared in this 

paper, a running theme in all comparisons has been the lack of integration of Dark Pattern 

regulations with Personal Data Protection Laws in India. It has to be acknowledged that categorizing 

‘forced action’ as a Dark Pattern does fall within the purview of the Digital Personal Data Protection 

Act, 2023 (“DPDP”), but considering the necessity of protection of personal data in today’s highly 

digitalized world, and the technical nature of the issue, more importance needs to be given to details 

to make the regulations all encompassing. Mere mention or statement of such a provision in the 

guideline still leaves room for misuse and illegal gathering of Personal data and hindrance on 

Privacy of Indian users. Consent has been made an absolute essential while giving away Personal 

data in the DPDP, with the caveat that such consent shall be “free, specific, informed, unconditional 

and unambiguous with a clear affirmative action”.101 But dark patterns strike at the very root of 

consent as it employs deceptive tactics for obtaining such consent, vitiating it as a result. Hence, the 

need for the Indian Regulator is to draw a clear link between dark patterns and their effect on 

consent received while sharing data to ensure the ‘Right to Privacy’ to each and every consumer.  

 

A more helpful approach would be establishing a nexus or a link between the Data Protection 

Board, which has been equipped to deal with Data Protection in India, with the CCPA when it comes 

to dealing with cases which require specialized knowledge on data privacy, dark patterns and 

unfavourable trade practices by platforms online, this is because dark patterns and protection of 

personal data cannot be seen in isolation. Oftentimes, these dark patterns are shrouded attempts to 

                                                           
100 SECRETARÍA DE COMERCIO INTERIOR Resolución 270/2020 (Arg). 
101 The Digital Personal Data Protection Act 2023, s 6. 
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gain personal data for selling or other profit-making ventures without the consent of the users. 

Monetization of personal data also causes a confluence of Data Privacy and Consumer Protection, 

which should be adequately addressed by either the Data Protection Board through Data Protection 

Rules or the CCPA in future for adequate safety and promotion of a consumer-friendly ecosystem 

in the digital space. 

 

VI. Conclusion 

 

These regulations have been a welcome step in the digital market ecosystem in India for bringing 

light to such concerning issues. The first step in regulating any unethical practice is to form a 

comprehensive framework to tackle it and bring some sort of clarity on the subject. These 

regulations do exactly that. It serves an important tool in highlighting such deceptive practices and 

making consumers aware of their rights. As discussed previously in this paper, implementation of 

guidelines on the subject of dark patterns is of extreme importance since such designs, on the face 

value, do not strike as irregular or illegal because of how they have been normalized in the UI/UX 

of websites. Every internet user in today’s day and age has come across a dark pattern at least once 

while surfing on websites.  Users have been tricked or misled into performing activities which do 

not benefit them but instead benefit the platform owners. These activities range from purchasing 

goods or services or disclosing personal information. Dark patterns have influenced all such 

activities. 

 

The lawmakers by way of such regulations have attempted to establish more accountability and 

transparency on the part of online platforms and data providers, one of the major stakeholders, for 

the benefit of another major stakeholder- the consumers. A running theme in dark pattern laws 

and guidelines across jurisdictions, whether in India or South Korea or European Union, has been 

the importance accorded to consumer choice and autonomy and the right to make free and 

informed decisions. Free, unbiased consent and clarity in action in online activities is one of the 

intended consequences of such regulations which strike at concealed unfair trade practices in User 

Interfaces. Any pattern which subverts user autonomy shall attract such provisions, although the 

liability of a provider may or may not depend upon the ‘intention to mislead’ depending upon 

jurisdictions. 

 

But from the comparisons drawn in this article, it can be inferred that these measures still fall short 

of being fail-safe in certain aspects such as data privacy. They attempt to regulate the rampant usage 

of Dark patterns by online platforms to coerce or psychologically trick consumers into making 

unintended purchases of goods and services but they remain silent on the role of such patterns in 

surreptitiously collecting personal data of users, often without their consent. Consent, if any, is 

vitiated by the lack of it being ‘informed’ and ‘unambiguous.’ There is a huge intersection of privacy 

laws and dark patterns, acknowledging such intersection contributes to greater protection of 

consumers in the online space. India is globally at par when it comes to regulations on dark patterns. 

In fact, it is even more comprehensive than some, but what these regulations require is a stringent 
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framework for their execution and a conducive space for consumers to understand such deceptions 

and enforce their rights for such regulations to be fruitful. Considering the fact that both the Data 

Protection Laws and Dark Pattern regulations are in their nascent stage around the world, it is yet 

to be seen how helpful these rules turn out in curbing dark patterns and other such ancillary unfair 

trade practices in the online space. The change that they will bring in the digital ecosystem is yet to 

be seen and gauged. 
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