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Abstract

The use of dark patterns has increased significantly over the years. So much so that it is impossible to ignore
its impact on society and hence lawmakers feel the urgency to regulate it. These are deceptive patterns used by
websites to induce and manipulate consumers to make decisions that they don’t wish to make. The Indian
Government last year issued a notification where certain guidelines have been issued to regulate dark patterns
in India. 13 dark patterns have been identified under it and thus the author through this paper wishes to
analyze the notification. Through this article, the author will explain various dark patterns through websites
the author has explored that use such dark patterns. It will enable the readers to understand various types of
dark patterns better. The author will also dive into the history of dark patterns and their impact on different
laws such as competition law and privacy laws. A look into the international perspective will also be made
followed by the possible reservations and the author's personal views. It's high time dark patterns were
regulated and the government has taken the right step. Like any other law, changes will be made to the new

law based on our experiences.

L. Introduction

Dark patterns have been used for a long time by various commerce platforms all over the world.
Harry Brignull introduced the concept of "dark patterns" in 2010, describing it as deceptive tactics to
boost conversion rates.! Before the author goes ahead with this article, it is imperative to define dark
patterns. Dark patterns are a user interface designed to trick, persuade, or force a user to make a
decision that may not be in their best interests. 2 It serves as a catch-all term for a range of actions

that compromise the interests of customers to further the interests of the company. 3

The US Federal Trade Commissioner Rohit Chopra also defined dark patterns as “design features

used to deceive, steer, or manipulate users into behavior that is profitable for an online service, but often

ISpicy IP, ‘Dark Patterns Unmasked: Examining Their Influence on Digital Platforms and User Behaviour, (Spicy IP, 5 July 2024)
<https://spicyip.com/2023/10/dark-patterns-unmasked-examining-their-influence-on-digital-platforms-and-user-
behaviour.html#:~:text=Harry%20Brignull%20introduced’%20the%20concept,benefiting%20the%20company%200r%20platform > accessed 1 April
2024

2 Ibid.

3 Arunesh Mathur, Gunes Acar, and others., ‘Dark Patterns at Scale: Findings from a Crawl of 11k Shopping Websites’ (2019) 8 Proc. ACM Hum
Comput. Interact < https://dl.acm.org/doi/10.1145/3359183 >accessed 1 April 2024.



harmful to users or contrary to their intent.” * The above-given definition could be better explained
through an illustration. For example, you are scrolling through the internet and an advertisement
pops up of an e-commerce website showcasing heavily discounted products. In that pop, there are
two options provided yes or no thanks, I hate saving money. Such tactics are generally to induce
consumers by shaming them and thereby making them visit your website and purchase your

products. This practice is defined as confirm shaming. °

Another example is when extra goods or services are added to a shopping cart without the buyer's
express consent on the payment page. The consumer has not clicked on donating it but the
platform has pre-selected it. The consumer sometimes goes ahead with the purchase, without
knowing that it had purchased extra goods or services. This might happen if the consumer thinks
the price escalation is due to the taxes, oblivious that the extra price includes additional
commodities. Another example is when you want to purchase a fresh pair of shoes you are
interested in. You check out the pair of shoes online. But when you discovered it on an online
retailer, you saw the message, "Low supply." Purchase now! You almost immediately get this urge
to buy the shoes, fearing that if you give it some thought and decide if you really need them or

even if you can afford them, it might sell out. ¢

All these examples come under dark pattern practices which are essentially a set of behavioral
patterns which aim to puzzle the consumers. The use of dark patterns has considerably grown in
India and the rest of the world. 7 Due to such rampant growth, it was deemed pertinent that such
practices be regulated. The Central Consumer Protection Authority which is the country's top
watchdog for consumers looking at this growth and concern last year issued a notification titled
“The Guidelines for Prevention and Regulation of Dark Patterns 2023” as a major step to finally regulate
such practices. The guidelines have been issued under Section 18 of the Consumer Protection Act
2019. 8 These guidelines have been made taking all the suggestions and comments from the task
force set up in June 2023 and various other stakeholders. Before the establishment of the task force,
a consultation session was held on June 13, 2023, which was attended by representatives of
numerous domestic and international platforms such as Flipkart, Zomato, Google, MakeMyTrip,
etc. ® Through this paper, the author sets out to examine 5 aspects. First is the history and the origin
of dark patterns. The second is the psychological element that drives users to get induced by dark
patterns. The third is the types of dark pattern practices. The fourth is an examination of foreign
regulations covering dark patterns and its impact on different sectors. The fifth are the comments

from companies. The sixth are the possible reservations followed by the author’s opinion.

Fairtrade practices typically require informed consent, which means users should have a clear

understanding of what they are agreeing to when interacting with a website or application. Dark

4 Rohit Chopra Report Regarding Dark Patterns in the Matter of Age Learning, Inc. Commission File Number 1723186 (Sept 2020).

5 Linn Ekroth & Josefine Sandqvist, Confirm shaming and its Effect on Users (2008) (Unpublished Ph. D. thesis, Jonkoping University).

6 Ray Sin, Ted Harris, et. al (eds.), Behavioural Public Policy (Cambridge University Press, Cambridge, 2022).

7 Manali Palit, ‘Protecting Online Consumers: A Deep Dive into Dark Pattern Regulations in India’ (2024) 12(2) IJRTI <
https://ijcrt.org/papers/I[JCRT2402257.pdf> accessed 3 April 2024.

8 The Guidelines for Prevention and Regulation of Dark Patterns, 2023

9 Dark Patterns: The New Threat to Consumer Protection (4SCI, Nov 2022) < https://www.ascionline.in/wp-content/uploads/2022/11/dark-
patterns.pdf> accessed 4 April 2024.



patterns often hide important information or make it difficult to opt out of certain actions,

undermining informed consent. ©

II.  History and Origin of Dark Patterns

The term Dark Patterns as reiterated above was laid down by user experience designer Harry
Brignull in the year 2010, when he noticed how companies are purposefully creating and
embedding patterns into codes to deceive users subtly. He realized that this was an unethical and
cunning tactic being used by such companies and thus it was apparent that this needs to be
eradicated by creating a code of ethics that companies need to follow. ! It's kind of like a grey area
for the author where companies are indirectly creating a sense of urgency for instance to
manipulate the consumers or users. One might argue that the element of choice is still with the
consumers but the whole idea of this principle is that you are laying down false facts on the users
to induce them which in the author’s sense is unlawful. What the author of this paper is trying to

say is that the use of psychological strategies is fine, provided they do not cross a certain threshold.
For example, the retail industry has a long history of deceptive and manipulative practices that

range on a spectrum from normalized to unlawful. Some of these techniques, such as psychological
pricing (that is, making the price slightly less than a round number), have become normalized. This
is perfectly legal, and consumers have begrudgingly accepted it. More problematic are practices
such as false claims of store closings, which are unlawful but rarely the target of enforcement
actions. These are marketing tactics aimed at specific consumers that take advantage of their
cognitive biases to influence them to make decisions that go against their intended preferences.?As
time passed, the role of the Internet in daily life increased. Today's online businesses are much
more aware of consumers and improve on their marketing tactics by taking advantage of the biases
that influence online consumer behavior. When shopping or consuming information online,
consumers pay less attention to disclosures, process information less effectively, and more often

than not, they rely on basic guidelines when faced with information overload. 18

Research shows governments started to realize such market strategies and started setting up rules
and codes of conduct for such companies to adhere to. They also started setting up dispute redressal
mechanisms where the users can bring forward their claims against companies who still adhere to

such unscrupulous tactics. Before we dive further into this paper, we must understand the

10 Rohi Ray, ‘Dark Patterns and India's Battle for Ethical E-Commerce’ (University Of Richmond, School of Law, 4 October 2023) <
https://jolt.richmond.edu/2023/10/04/dark-patterns-and-indias-legal-battle-for-ethical-e-commerce/> accessed 5 April 2024.

I Harry Brignull, ‘Bringing Dark Patterns to Light' (Medium, 7 June 2021) <https://harrybr.medium.com/bringing-dark-patterns-to-light-
d86124224ebf> accessed 6 April 2024.

12 OECD Publishing Report on ‘Dark Commercial Patterns (2022).

13 Jennifer Valentino DeVries, ‘How E-Commerce Sites Manipulate You Into Buying Things You May Not Want’ (The New York Times, 24 June 2019)
< https://www.nytimes.com/2019/06/24/technology/e-commerce-dark-patterns-psychology.html > accessed 10 April 2024.

Harry Brignull, ‘Bringing Dark Patterns to Light’ (Medium, 7 June 2021) <https://harrybr.medium.com/bringing-dark-patterns-to-light-
d86124224ebf> accessed 4 July 2024.

OECD Publishing Report on ‘Dark Commercial Patterns (2022).



psychosis of the human mind when dealing with dark patterns. What drives a person to make such

decisions in haste?

III.  Psychological Factor Examination

Consumer behavior encompasses the decision-making processes that both precede and follow the
actions that are directly related to obtaining goods or services. Impulsive behavior stems from a
constant need to purchase and an incapacity to consider the implications of that purchase. Even
with knowledge of the detrimental consequences of purchasing, there's a strong need to meet your
most basic needs right away. * Burton et al. assert that impulse buying happens when there's a
strong emotional desire that strikes out of nowhere and results in reactive behavior with little
cognitive control. The instant satisfaction that comes with a purchase helps to explain this
propensity to make impulsive, thoughtless purchases. The use of dark patterns and their rise

indicates how online platforms have used human psychology as a tool for money-making. '®

In his book titled "Thinking Fast and Slow” David Khaneman suggests that from the standpoint of
behavioral science, dark patterns take advantage of cognitive biases like social proof or scarcity bias
to get customers to invoke System 1 thinking rather than a more deliberate and thoughtful System
2 thinking. ¢ Harry Brignull has laid down that the recipe for dark patterns involves a combination

of Applied Psychology, AB Testing, and User Interface Design. 17

There are however certain studies made as well to mitigate the effect of dark patterns. An
experiment was run by Nouwens and his colleagues to comprehend how various dark patterns
affect getting users' permission to collect their data. They discovered that the efficacy of various
dark patterns varies. The consent rate is unaffected by notification styles (barriers that stop users
from interacting until a consent response is received vs. banners that request consent but do not
block access) but it is increased by 22-23 percentage points when a "reject all" button is not

displayed on the first page. 18

IV. cCategorization of Dark Pattern Practices

Through the instances mentioned above, dark patterns are thus an umbrella term that consists of

various types to induce users to perform an action which they know is not good for them.

14 Rosa Isabel Rodriguez, Paul Lopez and others, ‘Factors Affecting Impulse Buying Behaviour of Consumers’ (2021) 12 Frontiers in Psychology
<https://www.frontiersin.org/journals/psychology/articles/10.8889/fpsyg.2021.697080/full> accessed 4 July 2024.

15 Supra note 14.

16 Daniel Kahneman, Thinking Fast and Slow (Penguin UK 2015).

17 Supra note 11.

18 Ray Sin, Ted Haris, and others, 'Dark Patterns in Online Shopping: Do They Work and Can Nudges Help Mitigate Impulse Buying?’, (2022)
Behavioural Public Policy <https://www.cambridge.org/core/journals/behavioural-public-policy/article/dark-patterns-in-online-shopping-do-
they-work-and-can-nudges-help-mitigate-impulse-buying/996B92402604A7E3D417ECBAE2C38362> accessed 14 April 2024.



Researchers over the years have attempted to categorize dark patterns in various ways to make
understanding and counteract the phenomenon easier. Mathur defined the taxonomy of dark
patterns based on analyzing e-commerce websites, identifying seven categories: (1) Sneaking (e.g.,
hiding information that could have affected users' choice); (2) Urgency (e.g., patterns that place
deadlines on the decision); (3) Misdirection (e.g., use of design proprieties to steer users toward a
specific choice); (4) Social proof (e.g., the specific choice is driven by the behavior of others); (5)
Scarcity (there is limited availability of something, and therefore, its value increases); (6)
Obstruction (some choices might be more challenging to make than others) and (7) Forced action
(additional action is required to complete a task). 1° Sray, based on the dark patterns identified by
Brignull, provided an overview of user experience dark patterns. He categorized patterns into five
groups: (1) Nagging (redirection to expected functionality); (2) Obstruction (adding difficulties to
the interaction process); (3) Sneaking (hiding information that might be useful, delaying it so it
would be disregarded at the decision time); (4) Interface interference (UI design manipulation that
emphasizes some aspects over others) and (5) Forced action (user must perform some action to
access some functionality). Similarly, Cara focused their review on dark patterns in the context of

user experience.?’

The Guidelines for Prevention and Regulation of Dark Patterns 2023 has identified thirteen such
patterns that are being used by various e companies. All platforms that regularly offer goods and
services in India, including those from foreign jurisdictions that do so, as well as advertisers and
sellers operating in India, will be subject to the guidelines. Additionally, it has categorized dark
patterns as unfair trade practices and misleading advertisements, subjecting them to the provisions

of the Consumer Protection Act, 2019. 2

1. False Urgency is a tactic used to trick a user into thinking there is a fake sense of urgency or
scarcity to get them to act fast and buy something. Usually, the design uses some kind of count,
timer, or countdown. This category of dark patterns includes all limited-time offers. These patterns
fall into two main categories: either the user has to pay full price until the item they're eyeing is out
of stock, or they have a limited time to take advantage of a discount before it expires.?2 The
Guidelines for Prevention and Regulation of Dark Patterns 2023 have identified false urgency as a

type of dark pattern and have defined it as the following.

"False Urgency" means falsely stating or implying a sense of urgency or scarcity to mislead a user
into making an immediate purchase or taking an immediate action, which may lead to a purchase;
including:

i. Showing false popularity of a product or service to manipulate user decision;

ii. Stating that quantities of a particular product or service are more limited than they are. 23

19 Arunesh Mathur, Gunes Acar and others, 'Dark Patterns at Scale: Findings from a Crawl of 11k Shopping Websites' (2019) 3(CSCW) Proceedings of
the ACM on Human-Computer Interaction 1

< https://dl.acm.org/doi/10.1145/3359183> accessed 16 April 2024.

20 Nina Gerber, Alina Stover and others, Human Factors in Privacy Research (Springer 2023) 180

2l Stuti Mazumdar and Simran Bhue, ‘Responsible Design Part 4 of 14: False Urgency’ (Think Design, April 2022) <
https://think.design/blog/responsible-design-part-4-of-14-false-urgency/> accessed 17 April 2024.

22 Jamie Luguri and Lior Jacob Strahilevitz, ‘Shining a Light on Dark Patterns’, (2021) 18 (1) The Journal of Legal Analysis 43 <
https://www.researchgate.net/publication/850840175_Shining_a_Light_on_Dark_Patterns> accessed 18 April 2024.

28 Supra note 8.



Instances such as there will be pop-ups on the websites when you book a hotel room that says things
like "only 2 rooms left" or "100 people are currently browsing this property." It is a dark pattern when false
information is presented to customers in an attempt to instill a false sense of urgency.?* On having
gone across Flipkart, the author found various products that were being sold using the dark pattern

of false urgency. (Below is a screenshot of such an instance mentioned in Figure 1.)%

The author also visited the site Amazon.com where he also encountered such tactics being used.

(Screenshot of products being used using false urgency mentioned below in Figure 2.)%

ASUS Vivobook 15 Intel Core i3 11th Gen 1115G4 - ¥33. 999
(8 GB/256 GB SSD/Windows 11 Home) X1500EA- ) '
EJ311W Thin... T44996 24% off
979 Ratings & 89 Reviews Free delivery
Only 1 left
Intel Core i3 Processor (11th Gen) Bank Offer

8 GB DDR4 RAM

Windows 11 Operating System
256 GB SSD

39.62 cm (15.6 Inch) Display

1 Year Onsite Warranty

Add to Compare

Figure 1. Flipkart.com (Screenshot taken on 19% April 2024 at 1:43 PM)
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The Hidden Hindu Ikigai Rich Dad, Poor Dad Non-Fiction books from Jaico Do It Today: Overcom:
FON— Publishing House Procrastination, |
17% claimed 68% claimed 48% claimed —

40% claimed

Figure. 2 Amazon.com (Screenshot taken on 20™ April 2024 at 1:55 PM)

Thus, the above screenshots are classical examples of how e companies use this method to influence

customers and apply pressure on them to make hasty decisions.

2. Basket Sneaking is the act of adding extra items—Ilike goods or services, donations, or payments
to charities—during a platform's checkout process without the user's express permission. As a
result, the total amount due from the user is greater than what was planned for the selected good

or service. However, it is pertinent to mention that the addition of free services or any

24 Sandeep Sharma and Dr. Ishita Sharma, ‘Dark Patterns in a Bright World: An Analysis of the Indian Consumer Legal Architecture’, (2023) 11
International Journal on Consumer Law and Practice <https://repository.nls.ac.in/cgi/viewcontent.cgi?article=1122&context=ijclp> accessed 20 April
2024.

25 This is a screenshot taken from the author's computer. Flipkart is one of the most popular e-commerce websites. Here in the screenshot, it is
evident that by mentioning only one left, the site wishes to create a false urgency in the minds of the customers.

26 This is a screenshot taken from the author's computer. Amazon.com is a world-renowned e-commerce website similar to Flipkart. Here you can
see that by mentioning the percentage of stock claimed, the site is trying to use the same tactic which can be seen in the above figure.



complimentary services is not considered basket sneaking. 2 On going through Zomato which is a
popular food delivery application, in Figure 83 you can see that on the checkout page, Zomato had

automatically added Rs. 2 as a donation to Feeding India in the total. 8

Bill Summary

£ Item total 230
&2 GST ¥12.40
&3 Delivery partner fee 26 FREE
@ 14-day Gold FREE
[L] Platform fee ¥s
4 Feeding India donation 2
Grand Total ¥249.40

= You saved #26 with Gold

GRATITUDE CORNER

Tip your delivery partner

Your Kindness means a lot! 100% of your

tip will go directly to them
715 e #30 Other
Help feed a child in need (@O : ‘ S

Figure. 3 Zomato.com (Screenshot taken 215 April 2024 at 03: 45 pm)

Similarly, if you go across Blinkit as well, which is also a popular grocery delivery application, you
can see that the application has automatically added, Rs. 1 to the total as a donation to Feeding India

in Figure 4.2

27 Supra note 9.

28 Zomato is a food delivery website operating in India. From the screenshot denoted in Figure 1, it can be seen that the Feeding India donation was
added automatically by the platform without seeking permission from the customer. This violates the element of choice and thus is a form of dark
pattern which is being employed.

29 Blinkit also added the Rs. 1 donation without seeking the consent of the consumer and hid it addition in to the total costs.
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Figure. 4 Blinkit.com (Screenshot taken on 2274 April 2024 at 09:47 am)

While the author does not condemn giving out donations, consumers should have the element of
choice whether or not to give additional money or not. It should not be in any sense pre-selected

for them.

The whole basis of basket sneaking is based on the premise that consumers usually are quick at the
time of checking out and most often do not see the additional expenses that have been added to

their total. Most likely consumers assume these additions are merely taxes but this is not true.

In Figure 5, you can see that Zomato has added Zomato Gold which has enabled the consumer to
avail free delivery and discount. This is not a case of basket sneaking as over here the consumer is

being benefited and there is no inducement involved.
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Figure. 5 Zomato.com (Screenshot taken on 25™ April 2024 at 11: 18 am)

3. Forced Action involves forcing consumers into taking an action they may not want to take, such
as signing up for a service to access content. 3° For instance, a health and wellness website forces
users to subscribe to their monthly newsletter to purchase their products. The guidelines on dark

patterns have defined forced action as

“forcing a user into taking an action that would require the user to buy any additional goods or subscribe or
sign up for an unrelated service or share personal information to buy or subscribe to the product or service

originally intended by the user.” 3!
The guidelines also lay down various illustrations of forced actions some of them include

“a. prohibiting a user from continuing with the use of product or service for the consideration originally paid

and contracted for, unless they upgrade for a higher rate or fees;
(b) forcing a user to subscribe to a newsletter to purchase a product;

(¢c) forcing a user to download an unintended or unrelated separate app to access a service originally advertised
on another app e.g. A user downloads app, X, meant for listing houses for renting. Once the user downloads X,
they are forced to download another app, Y, for hiring a painter. Without downloading Y, the user is unable

to access any services on X;” 32

30 Department of Consumer Affairs Urges Online Platforms to Refrain from Adopting ‘Dark Patterns’ Harming Consumer Interest (Press
Information Bureau, 30 June 2023) https://www.pib.gov.in/PressReleseDetailm.aspx?PRID=1936432 accessed 26 April 2024.

8l Tanmay  Songade, ‘Prevention and Regulation of 18 Dark Patterns in India’® (Medium 9 Jan  2024)
<https://medium.com/@tanmaysongade/prevention-and-regulation-of-18-dark-patterns-in-india-7d9a4eee278a> accessed 26 April 2024.

32 Supra note 8.



In going through the website of Byjus, it is seen that the company does practice forced action by
forcing customers to enter their phone numbers if they want to access their course materials.
(Screenshot of the website attached below Figure 6.) After entering your phone number and
verifying it by OTP, you are subject to calls from the company trying to advertise their offers. 33
Forced action instruments of dark patterns have been growing significantly in the UPI industry as
it has grown significantly in the past decade. A national survey conducted by LocalCircles found
out that although UPI transactions are meant to be free, 41% of respondents said they had
encountered the "forced action" method, in which they were required to give their contact list to
use the wallet payment service, or had their funds in the online wallet blocked up to a certain

amount. 34
themselves with the CDS Syllabus and exam pattern, Therefore, for candidates

convenience, the article aims to provide the latest CDS exam pattern as well as the
detailed CDS SyllabUs 0 pra=nm= b+ shm 1A mlam it s it Pnbind

PREVIOUS YEAR

for COS exam Register with BYJU'S & Download Free PDFs
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Aspirants of other G
information on upcoming

Wondering how to do a comprehe:
in the preparation of CDS exam-

A

CDS Exam Pattern

The CDS exam pattern is prescribed by the Union Public Service Commission. UPSC " p— ey
Upcoming Bank Exams 2023

mentions the exam pattern of CDS in detail in the official notification of the exam.

Thi ARG Calanting Rennnan tn dldidnd fasa b

Figure. 6 Byjus.com (Screenshot taken on 27 April 2024 at 09:57 am)

4. Subscription trap also known as the roach model. As the name implies, subscription trapping is
the deliberate process of making it difficult, drawn-out, and unclear to cancel a paid subscription

(e.g., by concealing the cancellation option or creating complicated cancellation). 3

Therefore, it is imperative to guarantee that the cancellation process is uncomplicated, transparent,
and clear for subscriptions. Furthermore, extraneous information or steps, like requesting payment
details or enabling auto debit instructions, should not be necessary when it comes to "free

subscriptions."® When going through the popular online chess platform Chess.com, it can be seen

33 Byjus is an e-learning platform providing highly adaptive, engaging, and effective learning solutions to more than 150 million students around the
world.

341 in 2 consumers surveyed confirm experiencing one or more dark patterns with online payment platforms: Hidden Charges, Forced Action,
Subscription Trap along with Bait and Switch often experienced by consumers (Local Circles 10 April 2024) <
https://www.localcircles.com/a/press/page/hidden-charges-payment-platforms > accessed 27 April 2024.

35 Ashley Sheil, Gunes Acar, and others, 'Staying at the Roach Motel: Cross Country Analysis of Manipulative Subscription and Cancellation Flows',
(CHI Conference on Human Factors in Computing Systems, Houston. 11 May 2024) < https://dl.acm.org/doi/10.1145/3613904.3642881 > accessed 28
April 2024.

36 Supra note 8.
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that to avail of the free trial of the features of the site, the user has to insert card details that do not

make sense. (Screenshot of the website attached below as Figure 7 & 8). 37

<« > C 23 chess.com/men 2C me = K} Paused

1 Gmail > YouTube [ Maps To1 Cu inor sh. Netflix @ LB Potential Claims for.. mn The Inv Of Ukr. 2 » [ All Bookmarks

MOST POPULAR

Gold ¥ Platinum ¥ Diamond

+ Unlimited Puzzles + Unlimited Game Review + Unlimited Game Review
+ Unlimited Lessons + Unlimited Puzzles ited Coach Explanations @
+ Unlock All Bots + Unlimited Lessons ited Insights @
+ No Ads + Unlock All Bots + Unlimited Puzzles
+ No Ads + Unlimited Lessons
+ Unlock All Bots
v No Ads

Free Trial 0.0 Free Trial ¥0.00 Free Trial Y0.00

T15734/mo” after 7 days S TdEE
Try Plan Try Plan

Figure. 7 Chess.com (Screenshot taken on 28" April 2024 at 02:15 pm)

} Chess.com

We'll only use this if you continue
after your trial ends!

€ Diamond - Yearly: 34,482.82

[~ ]
Cuv o (E)
[~}

Card Number

Security Code

e

/ year compared to the monthly plan. L]

Recurring billing. Cancel anytime.

Figure. 8 Chess.com (Screenshot taken on 30™ April 2024 at 09:15 am)

5. Interface Interference refers to the way a website or app's design tricks users into doing things
they don't want to do by emphasizing some information while concealing other important details.
38 For example, hiding the cancel button in a tiny font or providing a light-colored "No" option
when a pop-up window asks for a purchase. Another trick might be to click the X' icon to close a
pop-up window that opens another advertisement. In essence, it's about designing user interfaces

that deceive people into doing things they shouldn't. 3° If you go across the site SSBCrack.com, you

37 Chess.com is an online chess-playing website where users can play chess amongst themselves online.
38 Supra note 8.
39 Supra note 22.



can see how interface inference is being employed by them. (Screenshot of the website attached
below as Figures 9 and 10) 4°

stories @

amazon.in

SSB Psychologic

Rs. 355.00 prime

amazon.in

nkid=daafa610c7ad29ea206910b7884bb306&language

Figure 9. SSBCrack.com Books being sold (Screenshot taken on 15t May 2024 at 5:45 am)

In Figure 9, books of SSB Crack are being sold on the website on the side. However, when the author
tried to click the cancel button, it automatically took the author to the Amazon website from which

he could buy the book. Despite, repeated cancellation attempts, it always took him author to the
Amazon website. Refer to Figure 10.
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Figure 10. Amazon.com (Book shown in Amazon) (Screenshot taken on 2" May 2024 at 5:50 am)

On exploring the popular language learning site, Duolingo, by the responders on a survey
conducted by the Internet Freedom Foundation, it was found that the app has advertising for free

users. There is a mute button that keeps moving around and is blended with the advertisement that

make users unable to mute the ad.

6. Bait and Switch is advertising a particular outcome based on the user's action but deceptively
serving an alternate outcome. Customers are tricked into using a product under alluring terms, and

then once engaged, the terms are changed to force them to accept the result, which is typically a

40 SSBCrack.com is an e-learning platform that shares study resources with students who are planning to try for the defense forces. They prepare
you for various defense exams.

41 Duolingo is an American education technology platform that provides various language learning courses such as Spanish, Italian, Mandarin, etc to
its users.
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paid service. For example, A "Free Version" button may be prominently displayed on a software

download page, but upon installation, the programme only offers a trial period and requests

payment. 42

Another instance is when you search for a travel price and in the search results you see a reasonable
price. However, when you click on it further, you see a completely different price than the one

mentioned. (Like in the below image (Figure 11). 43

Flights to Cuba
[ 1
Q

> Y 2 3 4 5 6 7 8
b h | Q a a
2 o a ! 9 10 n 7] ° 1% 1B B 14 B

Varadero Cayo Coco Q a a q a a a

1+ stops From £432 > B 7 1 1 200 B 22 ® 17 18 19 20 2 22

24 25 26 27 e 29

From £299 ),

Havana

2 from £792
From £476 > 1+ stops From £512 > i Mhdibpll  Show flights >

Figure 11 (Image taken from Investopedia.com where it was discussed)

7. Drip Pricing is a practice where potential customers are only given access to a portion of a
product's price, such as taxes, which are costs that nearly all consumers must pay. As a result, the
entire cost is only disclosed very recently during the purchasing process, which raises questions
about the final cost and makes it difficult to compare prices. Therefore, it could be said that these
kinds of representations are deceptive. All or most applicable non-optional taxes, duties, fees, and
charges must be included in the quoted prices.** It hinders the consumer’s ability to compare prices
and make an informed decision. Research conducted by the Dept of Business and Trade (United
Kingdom) found that out of the 525 online and mobile app providers in their sample, 46% charge

at least one drip fee during the checkout process (which does not include delivery fees).*®

8. Disguised Advertisement is any advertisement that resembles editorial or naturally occurring
content and needs to make it obvious that it is an advertisement. Influencer posts, sponsored

reviews, and advertisements styled to look like content are a few examples.*6

For instance, ongoing across a blog published by Enhelion titled “Regulation of Cross Border Mergers
and Acquisitions in India, UK, and USA” you can see that at the end, Enhelion has advertised its

42 Supra note 9.

43 Ibid.

44 David Muir, Katja Seim, and Anr, ‘Drip Pricing When Consumers Have Limited Foresight: Evidence from Driving School Fees’, (2023) SSRN
Electronic Journal <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2220986> accessed 3 May 2024.

45 Department of Business and Trade, Estimating the Prevalence and Impact of Online Drip Pricing, (2023)

46 Sarah Cornwell and Victoria Ruben, ‘Native Advertising: Ads in Disguise as Editorials’ (2018) Proceedings of the Annual Conference of CAIS
<https://www.researchgate.net/publication/335048542_Native_Adverstising_Ads_in_Disguise_as_Editorials> accessed 3 May 2024.
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master's course in Corporate Laws which brings doubt as if the whole blog was published for the

reason of advertising its course. (Screenshot of the website attached below as Figure 12.) 4’

v A Notif Exter 1 TheR Subr & RMLN

< c 2% enhelion.com/bl 2 / egulation-of-cross-border-merg and-acc K) Paused

» YouTube JA Map 101 Custody of i Netflix @ X t laims he Invasion 3 - ce Officers 3 All Bookmark

ross border mergers and acquusitions are complex transactions that
requure careful consideration of the regulations in each jurisdiction.
Companies must be aware of the legal and regulatory requirements in
India, UK, and USA to ensure compliance with the relevant laws and
1‘('g111alinns4 One k('_\‘ consideration is the 1)1‘()1(’(‘li(m of national \m‘lu‘ity
mterests, which can lead to restrictions on foreign ownership or
control of certain industries or assets. Another important factor 1s
competition law; which aims to prevent anti-competitive behavior and
maintain a level playing field in the market. Overall, the regulations
surrounding cross-border M&A are multitaceted, but they play an
important role i promoting fairness, transparency, and accountability

i the global business environment.

To know more about Mergers and Acquisitions, enrol for Master Course in

Corporate Laws.

(1]

https://wwwmyviin/content/dam/microsite /pdfs /schemeofamaloa

A ENG 2 dx @ 10:59 ‘ ﬁ

IN 05-05-2024

Figure. 12 Enhelion.com (Screenshot taken on 17" May 2024 at 8:15 am)

9. Nagging is a type of dark pattern in which a user is disrupted and annoyed by repeated and
persistent interactions, in the form of requests, information, options, or interruptions, to effectuate

a transaction and make some commercial gains, unless specifically permitted by the user.

For instance, in 2018, Instagram repeatedly and relentlessly pestered users to enable notifications
for several months. The only way for users to refuse the request was to select "Not Now," which
kept them from rejecting it completely and letting the nagging continue. (Screenshot of the site

attached below as Figure 13). 48
A responder commented on the report published by Internet Freedom Foundation, that

“Hathway has been spam calling for the past 7 months to get a new connection after I disconnected it. I have
requested them to stop calling me several times but they don't listen and continue calling me to this day at odd

hours.”

47 Enhelion.com is an online platform that provides law online courses at cost-friendly prices. The courses have been drafted and taught by certified
professional lawyers.
48 Instagram.com is a social media platform owned by Meta. It is a photo and video-sharing social networking service.
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Please Turn On Notifications
Know right away when people follow
you or like and comment on your

photos.

Not Now

Figure. 13 Instagram.com (Screenshot taken on 18 May 2024 at 10:10 am)

10. Trick Question is a dark pattern, in which the user is misled into taking an action, due to the
presentation of confusing or misleading language. It takes advantage of ambiguous language to
mislead and deceive users. Users often do a fast reading when they are presented with a sheer
volume of information. This means that they don’t focus on every word on every page. Trick
wording usually takes advantage of the scan reading strategy, by making a piece of content look

like it's saying one thing but it is asking something which is not in the user's interest.*?

11. Rogue Malware: This dark pattern may be used to obtain consent for processing a customer's
data by way of their purchase of the anti-malware tool or software. It is also known as scareware or
ransomware and is designed to deceive users into thinking their computer is infected with a virus
to get them to pay for a phony malware removal tool that installs malware on their system. It may
also include pirated platforms but they get pop-ups that contain malware-infected advertisements.
Moreover, users may be directed to an advertisement by default or compelled to click on it, at
which point they may find that their private files have been locked and that they must pay to unlock

them.

12. Saas Billing: refers to the process of creating and receiving payments from users on a recurrent
basis. This is achieved by taking advantage of positive acquisition loops in recurring subscriptions
to obtain money from customers. For example, in order to get access to exclusive content, a user
registers for a free trial on an OTT platform. They are not made aware that their free trial will
automatically turn into a paid subscription after a predetermined amount of time throughout the
enrollment procedure. Because of this, the user gets unexpectedly charged for the membership

once the trial expires without being notified or reminded beforehand. %

49 Dark Patterns in Data Protection, (Licks Attorney’s Compliance Blog, 8 May 2023) < https://www.lickslegal.com/post/dark-patterns-in-data-
protection> accessed 19 May 2024

50 Dipak Rao, ‘Dark Patterns in India’ (Singhania and Partners, 18 April 2024) < https://singhania.in/blog/dark-patterns-in-india> accessed 25 May
2024.
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13. Confirm Shaming: According to Harry Brignull, a UX consultant based in the United Kingdom,
the term " confirm shaming" refers to "the act of guilting the user into opting into something." ®' The
language around the decline choice is designed to intimidate the user into complying. In order to
illustrate shaming, the document uses the statement "I will stay unsecured" in response to declining

to purchase insurance.

There is a deep interrelationship between dark patterns and connections with digital protection,
consumer rights, and competition law. The subsequent parts will look into the impact of dark

patterns on different sectors.

V. Dark Patterns and Its Impact on Digital Protection

Privacy is an innate desire of humans that has been apparent throughout history. Alen Westin
defines privacy as “the claim of individuals, groups, or institutions to determine for themselves when, how,
and to what extent information about them is communicated to others”.>? A person's free consent is
implicitly violated when dark patterns are used to deceive customers. Dark patterns are frequently
used to obtain a great deal of user data by asking a person for information that is not required for
a specific transaction. Third parties are additionally provided access to the gathered data and user
profiles. By merging it into the transactional process, consent is obtained for the same.’® Luiza

Jarovsky who is the CEO of Implement Privacy says that

"When a company launches a privacy-invasive device or software, e.g., one that collects or processes data
unexpectedly or that unnoticeably surveils passersby or third parties, it bypasses autonomy through
architecture. So our autonomy - one of the most central aspects of being human - is being threatened, a

perspective which I do not see being sufficiently handled.”*

Professor Woodrow Hartzog, professor of law and computer science at Northeastern University,
argues that in his book “ Privacy Blueprint’ the way user interfaces are designed plays a key role in
eroding a user’s privacy. He writes privacy laws need to take into consideration how big of a role
design plays in privacy, noting privacy laws should "be careful to broach design in a way that is flexible

and not unduly constraining" while also setting "boundaries and goals for technological design." %

Dark patterns incorporate nudges which are design choices that are present on almost all interfaces
and affect people's decisions. These aren't always bad things. There are positive nudges for example
which include things like email prompts that notify users when an attachment is missing. But
because dark patterns inherently rely on tricking a user into giving up a certain free choice that
they could have otherwise exercised, there are a more problematic kind of nudge. Not all online
choice architectures that violate the ability of consumers to make autonomous and informed

choices should be considered dark patterns. 6 Online service providers have become increasingly

51 Ibid.

52 Alan F. Westin, Privacy and Freedom, (New York: Atheneum, 1967).

53 Supra note 22.

54 Agnieszka Kitkowska, Human Factors in Privacy Research (Germany; Springer, 2022)

55 Woodrow Hartzog, Privacy’s Blueprint- The Batlle to Control the Design of New Technologies (Harvard University Press (2018)
56 Supra note 18.
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sophisticated in deceiving users by resorting to a bundle of privacy-dark strategies. This includes
strategies such as excessive data collection and storage, denying data subjects control over their
data, making it hard or even impossible for data subjects to learn how their data is collected, stored,
and processed, etc. Thus, causing grave privacy harm to the users. Thus, it becomes necessary that

dark patterns are regulated to safeguard people's right to privacy.

There have been attempts to classify dark patterns concerning privacy as well. Bosch reviewed dark
privacy strategies and dark patterns in his research and had proposed 8 dark patterns in his paper.
%7 The Norwegian Consumer Council which is a consumer group that is active in the field of digital
rights published a report in 2022 where they explained how tech companies such as Facebook,
Google, and Microsoft are using dark patterns and default settings to nudge users towards privacy
intrusive options. The intention was not to categorize dark patterns but through the report, the
following six such design techniques have been identified among the analyzed software: (1) Privacy-
intrusive default settings; (2) Unequal ease (the number of clicks) for privacy-friendly options; (3)
Visual design (color and symbols) that leads toward intrusive privacy option; (4) Language that leads
toward intrusive privacy option; (5) Privacy unfriendly option presented without "warnings"; (6)

Users cannot postpone the decision while accessing the service in the meantime.

The General Data Protection Regulation (GDPR) mandates that services be designed with data
protection by default and by design, and it also requires businesses to use user data only for
legitimate purposes. Dark patterns are not explicitly mentioned in the GDPR. However, in the
Norwegian Consumer Council report such companies are running contrary to these regulations by
using dark patterns to mislead users to "choose" invasive instead of data protection-friendly
options. ¢ An international study looking at dark patterns in January 2020 discovered a dearth of
enforcement in this area, concluding that "dark patterns and implied consent are ubiquitous; only 11.8%

meet the minimal requirements that we set based on European law." >°

Noticing the development of dark patterns, Commissioner for Justice and Consumer Protection of
the European Union, Didier Reynders, announced on December 9, 2022, that the European
Commission would focus its efforts in 2023 on the regulation of dark patterns and their relationship
to the GDPR, as well as transparency in the online advertising market.5° Subsequently, in February
2023, the European Data Protection Board (EDPB) published guidelines explaining how to
recognize and avoid dark patterns. The document offers convenient advice to providers, managers,
social media designers, and users regarding how to behave with these interfaces that violate GDPR

privacy. 8!

In the United States of America, to reduce the use of dark patterns, several states have put their laws

into effect. At the moment, dark patterns are specifically mentioned in three out of five US state

57 Supra note 54.

58 Forbrukerradet Report on Deceived by Design (2018).

59 Midas Nouwens, Illaria Liccardi and others, 'Dark Patterns after the GDPR: Scrapping Consent Pop-Ups and Demonstrating their Influence' (2020)
20 (CHCS) Proceedings of the 2020 CHI Conference on Human Factors in  Computing System 1 <
https://dl.acm.org/doi/proceedings/10.1145/3318831> accessed 30 May 2024.

60 Dan Cooper, Sam Jungyun Choi and other, ‘The EU Stance on Dark Patterns’ (Covington, 81 January 2023) < https://www.insideprivacy.com/eu-
data-protection/the-eu-stance-on-dark
patterns/#:~:text=On%20December’%209%2C%202022%2C%20the,advertising%20market%20and%20cookie%20fatigue > accessed 2 June 2024.

61 European Data Protection Board’s Guidelines 8/2022 on Dark Patterns in Social Media Platform Interfaces: How to Recognize and Avoid Them
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privacy laws. Agreements obtained through dark patterns are not included in the definition of valid
consent under the California Privacy Rights Act (CPRA), Colorado Privacy Act (CPA), and
Connecticut Data Privacy Act. There are harsh consequences for breaking these rules. The severe
consequences that businesses face for disobeying consumer protection laws are highlighted by
these penalties, which can reach up to $7,500 per violation in California, $5,000 in Connecticut,
and $20,000 in Colorado. %2

India needs to analyze the approaches made in the European Union and the USA and effectively
regulate privacy concerns concerning dark patterns. There are certain shortcomings concerning

the new consumer notification which the Author will deal with separately ahead.

VI. Dark Patterns and Its Impact on Competition Law

Owing to their vast user bases and platform roles, online stores like Amazon and operating systems
like Android are crucial to the digital economy as a whole. However, there are legitimate anti-trust
concerns as these big companies such as Google, Amazon, Meta, etc, acquire greater access to big
data, which they can then sell to marketers to boost their presence in online markets. These
dominant companies can use manipulative techniques such as dark patterns and such actions have
the exclusionary effect in addition to being unfair and exploitative. They make it extremely
difficult for new businesses to enter the market because they can't be expected to compete with
well-established businesses that have access to massive amounts of big data. The dominant
companies can strengthen their market share by using the data to target advertising. % In several
instances, the Competition Commission of India has noted that data is a crucial non-price
competition factor in the online market. As a result, it ought to look into whether these companies

have abused their market dominance by violating user privacy. %4

Under the competition law, coercion is a key component of the abuse of market dominance and
has been regarded as an exploitative practice. % The Competition Commission of India ordered an
investigation into WhatsApp's then-proposed privacy update in 2020, forcing users to either opt
out of WhatsApp completely or share even personal data that is not necessary for using the
messaging and call services. Given that WhatsApp was determined to be a dominant player in the

relevant market and that users would be compelled to accept these terms, the Commission

62 Amy Lee Tan, Tlluminating Dark Patterns: US Regulators Crack Down on Deceptive Practices Targeting Consumers’ (Science and Technology Law
Review, 17 February 2024) <
https://journals.library.columbia.edu/index.php/stlr/blog/view/593#:~:text=Currently % 2C%20 three% 200f%20five%20US,the%20defini tion% 20 0f%20
valid%20consent.> accessed 5 June 2024.

63 Information Commissioner’s Office and the Competition and Markets Authority Consultation paper on Harmful Design in Digital Markets <
https://www.drcf.org.uk/__data/assets/pdf_file/0024/266226/Harmful-Design-in-Digital-Markets-ICO-CMA-joint-position-paper.pdf> accessed
18 June 2024

64 Reuben Philip Abraham and Afif Khan, ‘The Jurisdictional Conundrum in Competition Commission of India’s Investigation against Whatsapp’
(Kluwer Competition Law Blog, 18 June 2021) < https://competitionlawblog.kluwercompetitionlaw.com/2021/06/18/the-jurisdictional-conundrum-in-
competition-commission-of-indias-investigation-against-whatsapp/> accessed 15 June 2024.

65 Kajal Dhiman, ‘Abuse of Dominant Position Under Competition Act, 2022’ (Manupatra, 20 June 2022) < https://articles.manupatra.com/article-
details/ABUSE-OF-DOMINANT-POSITION-UNDER-> accessed 20 June 2024.
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determined that WhatsApp had a prima facie case of abuse of dominance. In 2020, the Commission
determined that Google had abused its market dominance when it restricted payments on its Play
Store to GPay. %6 Big companies are often incorporating dark patterns on their websites and hence
are stealing data which they use to get unfair advantage over their competitors. Thus, dark patterns

have an impact over competition law as well.

Another angle is the walled garden approach. Walled garden approach is a closed platform or
ecosystem where the platform provider exerts complete control over the content, applications, and
media, restricting access according to their preferences. This control aims to establish a monopoly.
The walled garden approach is a type of dark pattern that has anti-trust implications. For instance,
Amazon's Prime membership caters to various customer needs, offering "Amazon Prime" for
binge-watching, "Amazon e-commerce" for shopping, "Amazon Pay" for payments, "Amazon
Music" for listening, and connectivity via "Amazon Echo Dot." It can be seen thus that prime
membership is a gateway to Amazon's ecosystem, designed to keep customers within its platform,
highlighting potential anti-trust concerns. It includes manipulating people’s minds to ensure that

they don’t shop anywhere else thus restricting people. ¢

VII. Comments from Companies Over the Guidelines

The Dark Pattern guidelines even though a noble step are not absolved from shortcomings. While
it may be considered a win for consumer protection, businesses, on the other hand, have been
critical of the new regulations. A representative of the Asia Internet Coalition (AIC), representing

companies like Google, Amazon, Meta, etc said in its comments on the regulations that

"The current formulation of the Draft Dark Pattern Guidelines will increase the regulatory burden on these
online, e-commerce, and digital advertising services. These additional regulatory compliances may stagnate
the growth of India’s digital economy by hurting the ease of doing business.” % In addition to this, it was
requested by the AIC, whether they can self-regulate initially to combat dark patterns. The industry
body has stated that, given the dynamic nature of the technological workarounds used to
implement dark patterns, self-regulation allows businesses to maintain platform accountability
without adding to the burden of compliance by allowing them to periodically update their internal
policies. It enables platforms to regulate dark patterns in harmony with the existing laws which
include the IT Act of 2000, the Consumer Protection Act, of 2019, and the Digital Personal Data
Protection Act (DPDP).69

66 Supra note 62.

67 Madhav Tripathi, ‘Dark Patterns and Antitrust Laws: Shedding the Light on the Artificial Barriers’ (Centre for Business and Commercial Laws, NLSIU
Bhopal, 15 December 2023) < https://cbcl.nliu.ac.in/competition-law/dark-patterns-and-antitrust-laws-shedding-the-light-on-the-artificial-barriers/
> accessed 1 July 2024.

68 Supra note 9.

69 Ibid.
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VIII. Possible Reservations

Though the Dark Patterns Guidelines were introduced with good intentions, their effective
implementation is hindered by the lack of suitable provisions. For instance, it makes no mention
of the forum to be contacted in the event of a violation of the Dark Pattern Guidelines. The draft
had stated that the Consumer Protection Act, 2019 (CPA) provisions would apply in the event of
any violation when it was released.”” However, for some reason, the CCPA did not add this to the
guidelines. On the other hand, Annexure 1 states that specified dark patterns practices and
illustrations are merely guidance. However, this brings down the enforceability of the guidelines
and creates contradiction and confusion. 7! Additionally, by guideline no. 7, in the event of a
disagreement or ambiguity, the CCPA's interpretation of the guidelines is considered final.
However, since Annexure I is non-binding and only intended to serve as guidance, the CCP has
been given the liberty to interpret the dark patterns in newer ways which could lead to confusion
at the time of enforcement. It may lead to overbroad interpretation by the CCPA and it lead to
discord and even legal action regarding how the CCPA interprets Dark Patterns. 72 As per Guideline
No. 4, using dark patterns on any platform is strictly forbidden. Additionally, according to
Guideline No. 5, any individual or platform that engages in any of the practices listed in Annexure
1 of the guidelines is considered to be engaging in a dark pattern practice. However, Annexure 1 is
non-binding and only serves as a guidance. There is a contradiction between Guideline no. 4 and

Guideline no. 5 where Guideline 4 and 5 appear to be directory and Annexure 1 as non-binding. 7

There is also concern about overlap between existing sectoral regulations and guidelines which can
cause uncertainty. For instance, the Insurance and Regulatory Development Authority of India
(“IRDAI”) prohibits travel portals in India from covertly selling insurance as a default option. The
Advertising Standards Council of India (“ASCI”), a self-regulating entity also engaged with drafting
the incumbent Guidelines, recently adopted the ‘Guidelines for Online Deceptive Design Patterns
in Advertising. The Internet Freedom Foundation in its comments on the draft had mentioned

this as one of its concerns and the Author agrees with the foundation's possible solution.

“Therefore, we urge the Ministry to be cognisant of regulatory interplay in this domain and delineate its
Jurisdiction and executive functions from sectoral regulators. While sectoral regulators can undertake suo moto
compliance assessment on entities, the Guidelines can act as a public-facing recourse for aggrieved consumers

to report dark paiterns. Both can coexist harmoniously if jurisdiction is expressly divided at the outset.””*

70 Akhil Raj and Ekta Gupta, ‘[lluminating the Shadows in India’s Dark Pattern Guidelines: A Flawed Regulatory Attempt’ (Centre for Business and
Commercial Laws, 20 February 2024) < https://cbcl.nliu.ac.in/contemporary-issues/illuminating-the-shadows-in-indias-dark-pattern-guidelines-a-
flawed-regulatory-attempt/> accessed 5 July 2024

7! Ibid.

72 Ibid.

73 Ibid.

74 Comments on the draft Guidelines on Prevention and Regulation of Dark Patterns, Internet Freedom Foundation
<https://content.internetfreedom.in/api/files/divco8ywedt9rpe/vjgstad321356wn/iff 2028 042 iff s comments on_draft guidelines _on_dark
patterns_05_10_2023 RC6CGI8oDR.pdfrref=static.internetfreedom.in> accessed on 1 August 2024.
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Another concern is concerning the term "user". The guideline defines a user as, “shall mean any
person who accesses or avails any computer resource of a platform.” The Consumer Protection Act,
however, does not define the term “user”. It only defines the term “consumer”. It is pertinent to
mention that there is a difference between a consumer and a user. It is possible to be a user without
buying anything or using any services, but these prerequisites must always be met to qualify as a
consumer. The Consumer Protection Act, allows only a consumer to be a complainant in case of a
violation and not a user. Thus, unless the Consumer Protection Act incorporates the term user, then
despite the existence of the provision regarding the violation of the Dark Patterns Guidelines is

assumed in the guidelines itself.

The Dark Patterns Guidelines identify thirteen distinct types of dark patterns, but they also fail to
mention some other important and common forms of dark patterns. Other prevalent forms of dark

"o

patterns that ASCI identified included "Obscured Pricing," "Privacy Zuckering," "Roach Motel," and
"Deliberate Misdirection.” Thus, the policymakers did not think it necessary to include these other
types of dark patterns in the Dark Patterns Guidelines, even though ASCI itself recognized them.
Beyond ASCI, there are additional forms of dark patterns as well such as obstruction, psychological
pricing, growth hacking, etc. The Guidelines offer a comprehensive, albeit narrowly defined, list
of dark patterns. Therefore, even a small departure from a narrowly defined dark pattern would
grant the company a clean sheet. The Guidelines should ideally take a principle-based approach,
defining some essential characteristics and outlawing any business practices that fall under them.

However, it is also pertinent to mention that the ministry should not prescribe an exhaustive list. 7°

IX. Conclusion and Authors' Suggestions

As reiterated above, the regulations are a welcome step in the Indian framework. In this day and
age when users are making every purchase decision based on the kind of deals available and
sometimes evaluating the options available can be an overwhelming experience, buyers need a
cool-off period to contain their impulses before deciding in haste. The fear of missing out is real

and designers need to ensure to not play on this fear through false beliefs.

Dark Patterns spread across different sectors and implicate several sectoral regulators and laws.
Sectors like insurance and advertising have their respective legal framework that penalizes the use
of dark patterns. For instance, the Insurance Regulatory and Development Authority of India
(IRDAI) prohibits travel portals in India from selling insurance as a default option. Competition law
also governs 'unfair trade practices’, which the dark patterns are characterized as under the
Guidelines. It is contended that regarding sectoral regulation, both lines of regulation can exist
parallel to each other. Sectoral regulators have the authority to conduct suo moto compliance

assessments on entities, and the Guidelines can serve as a public channel for disgruntled customers

75 Supra note 71.
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to report suspicious activity. However, it is further contended that the Ministry should be careful

not to hinder design and creativity by allowing the imposition of dual penalties. 76

The Author also contends that there is a vague threshold for penalties. The Guidelines should look
at 'the intention to deceive to assess the degree to which the consumer has been harmed and the
extent of penalization. Organizations that intentionally harm others by utilizing dark patterns
repeatedly or in combination with them may face penalties. Dark patterns also pose a serious threat
to the interests of consumers when they collect excessive and unnecessary personal data without
the informed consent of the consumers. Since the Digital Personal Data Protection Act of 2023 does
not regulate the interfaces or designs used to collect personal data, this risk might still exist after it

is put into effect.

The Internet Freedom Foundation has suggested two ways, through which this can be attempted

to be regulated.

1. “The Guidelines could include additional categories of dark patterns that compromise consumer
privacy (such as privacy zuckering, nagging, privacy maze, bait and switch, and linguistic dead-ends)
and provide illustrations in Annexure 1 to make consumers aware of the data risks associated with
them

2. The Ministry could suggest standards and principles for platforms or entities engaging in data
collection, guiding them on how to minimize the data they collect from consumers and process it
transparently. Establishing principles like ‘privacy by design’, which encourage data protection

through inherent technology design, can help meet this objective and mitigate consumer data risks.”””

The Author welcomes this as we move to privacy-by-design works in the digital age, "Privacy by
Design" has become a cornerstone concept for protecting personal data. It was put forth by Dr. Ann
Cavoukian and is centered on proactively incorporating privacy considerations into business
procedures and IT systems. In the digital age, "Privacy by Design" has become a cornerstone concept
for protecting personal data, as put forth by Dr. Ann Cavoukian, is centered on proactively

incorporating privacy considerations into business procedures and IT systems. 78

There are several alternatives to dark patterns that a company can incorporate. Large corporations
such as Google, YouTube, and Microsoft can integrate moral substitutes for unethical practices on
digital platforms. Platforms can offer a retention package in place of Interface Interference, which
is simple to sign up for but difficult to unsubscribe from. This will help retain customers. Displaying
pop-ups in the left or right corner will help prevent nagging, which is the practice of making
repeated, persistent requests for action.” Platforms can offer more options as suggestions in place

of "basket sneaking," letting customers add relevant products to their carts in case they miss them.

76 Ibid.

77 Supra note 71.

78 Ann Cavoukian, ‘Privacy by Design the 7 Foundational’ <https://www.ipc.on.ca/wp-content/uploads/resources/7foundationalprinciples.pdf>
accessed 10 August 2024.

79 Supra note 1.
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Offers and interactions should be clear about the price and main benefits, and privacy deception
should be avoided. Businesses can stay away from dark pattern activities and keep customers happy

by taking these alternatives into account.
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